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1. BBegeHue

MNMocne BBOAA B KOPHEBYO 30HY DNS HOBOro OMEHHOIO MMEHM BEPXHEro YPOBHSI OpraHM3aLmm mMoryT
CTONKHYTbCSI C TEM, YTO 3anpoChl, KOTOPbIE NPeobpasyoT B agpeca HEKOTOPbIE «BHYTPEHHUEY» UMEHa,
cneunmryHble Anst X ceTn, BO3BpaLLaloT UHble 3HaYeHWs, BblAaBasi Nofb3oBaTensiM 1 nporpaMMam
Apyrue pesynbTaTbl. [1py 3TOM BO3HMKAKOT ABE OCHOBHbLIE NPOGNEMbI: yTeuka «BHYTPEHHUX» UMEH B
rnoGanbHbIn IHTEPHET U KOHMINUKT YaCTHbIX NPOCTPaAHCTB MMEH C rnobanbHbIM NPOCTPaHCTBOM MMEH
DNS.

MpuynHa Takmx HEOObIYHbIX Pe3yNbTaToB 3aKI4YaeTcsl B TOM, YTo 3anpoc DNS, koTopbii
aZlMUHUCTpaTOpP CeTN HaMmepeBancs paspeLlnTb NoKanbHO, UCNOMNb3Ys BHYTPEHHEE MPOCTPaHCTBO
WUMeH, Ternepb paspeLuaeTcs C UCNob30BaHMEM AaHHbIX O HOBOM AOMEHHOM MMEHU BEPXHErO YPOBHSA
B rnobansHon cucteme DNS. Mpu Takmx obcToaTenbcTBax, 3anpockl, KOTOPbIE HE AOMKHbI ObIN
MOKNHYTb BHYTPEHHIOKO CETb, TENepb nosyyatoT pedynbTathl U3 rnobansHon DNS, oTnuyatowmnecs ot
BHYTPEHHUX. YTeuka MeH, NPUBOASALLAA K NOMYYEHMIO APYrMX pe3ynbTaToB, Kak MUHUMYM, MOXeT
NPUYUHUTE BECNOKOMNCTBO HEKOTOPbLIM NONb30BaTeENSAM (Hanpumep, CTaTb NPUYNHON 3a4epPXKKN AoCTyna
k BeG-cTpaHuuam). Kpome Toro, oHa MoxeT co3aaTtb npobnembl Ana 6e3onacHoCcTu (Hanpumep,
NPMBECTU K OTNPaBKe 3NEKTPOHHON NOYTbl HE TEM Mony4vaTensam).

OTOT AOKYMEHT OXBaTblBaeT CTpaTermm CMAar4eHns n npegoTepalleHns puckos Ana Hanbonee
pacnpoCTPaHEHHbIX YaCTHbIX NPOCTPAHCTB OMEHHbIX UMEH, UCMOSb3yeMbIX OpraHn3aunsiMu.

B HacTosilemM AOKYMeHTe onncaHbl CUTyaLmu, KOTopble MOTYT BO3HUKHYTb B OpraHu3auusx,
CTOJSTKHYBLUUXCS C YTEYKON BHYTPEHHUX UMeH B rnobanbHyto cucteMmy DNS, 1 nsnoxeHsl
pekoMeHOyeMble MpakTU4eckne MeToabl CMSArYeHnsa oTpyuaTenbHbIX nocneacTsun. MNpeanoxeHHble
30ecCb onucaHus 1 pekoMerdauun npegHasHadeHs! ang U T-cneunanmcTos (ceTeBbiX aAMUHUCTPATOPOB,
CUCTEMHbIX aMUHUCTPATOPOB U coTpyaHWKOB UT-oTAena), KoTopble B LIefIOM MOHUMAIT MPUHLMMBI
dYHKUNOHMpoBaHMst DNS n cBomx cOBCTBEHHbIX BHYTPEHHUX CUCTEM UMEH. YnTaTensim, KoTopbiM
HeobxoanMbl 6onee rnybokve 3HaHWs, NpeanaraeTcs 03HAaKOMUTBLCH C AOKYMEHTaMM, NepevmcrieHHbIMA B
MpunoxeHun A. B 4acTHOCTW, YntaTensaMm, 3amHTepecoBaHHbIM B peLleHMn BonpocoB 6e3onacHocTy,
pekomeHayeTcsa o3HakoMuTbes ¢ otyeTamum KoHcynbTatuBHoro kommteta ICANN no 6e3onacHocTu m
ctabunsHocTn (KKBC).

Kopnopauust ICANN — agMuHUCTpaTop AaHHbIX rnobansHon KopHeBor 30Hbl DNS — nogrotoBuna
HACTOALWMNIN JOKYMEHT, MPOKOHCYNbTMPOBABLUNCH C 3KCnepTaMmu B 06nactu NpoCTpaHCTB JOMEHHbIX
UMEH, YTOObI MOMOYb OpraHn3aLmsM, B KOTOPbIX YaCTHbIE MPOCTPAHCTBA JOMEHHbLIX UMEH MOTyT
KOoHpnukToBaTh ¢ rnmobansHom kopHeson 3oHon DNS. ICANN onybnukoana n gpyrme JOKYMEHTbI C
onncaHnem CTpyKTypbl rmobansHon cuctembl DNS, npouenypbl 4ob6aBneHns HOBbIX UMEH B KOPHEBYHO
30HYy DNS 1 mHororo gpyroro. Cnnucok aTux JOKYMEHTOB AN JONOSHUTENBHOIO YTEHUS, MOCBSALLEHHbIX
MHOIMM BOnpocam, npueeaeH B MNpunoxeHun A.

O6paTtuTte BHUMaHue, 4To, XOTH B 9TOM AOKYMEHTE pacCMaTpUBaOTCS Mepbl CMAMYEHNSA KOH(IIMKTOB
WUMeH, Kpyr paccmaTpvBaembIX Npobnem orpaHU4eH TONbKO TEMU, C KOTOPbLIMW MOTYT CTONKHYTLCS
opraHusaLmm npu paspeLleHnun nmeH B agpeca. B Hem He paccmaTpuBatoTcs gpyrue npobnems,
CBsi3aHHble C PYHKLUMOHUPOBaHMeM camou rnobansHor DNS. Hanpumep, kopHeBbIM cepBepam MMeH
rnobanbHon DNS Bcerga noctynano orpoMHOE KONMYECTBO 3arnpocoB, KOTOPbIE HE SOMMKHbI Bbinn
obpabaTtbiBaTbCs rnobansHo DNS (cm. gokymeHT SAC 045 B NpunoxeHun A), 0AHaKo KOpHeBble
cepBepbl MMEeH Bcerga pacnonaranu OCTaTOMHbIM KONIMYEeCTBOM pecypcoB A5 06paboTkun aTnx
nuwHuX 3anpocoB. CooTBeTCTBYOLWMNE NPOBNEeMbI, KacatLmecs KOPHEBLIX CEPBEPOB UMEH, He
paccMaTpuBaroTCH B HAcTosweM AOoKyMeHTe. B Hem paccmaTpmuBatoTcs TONbKO NOCNeacTBust
HenpegHaMepeHHOW YTeYKM 3anpocoB Ha obLLeAoCTyNHble cepBepbl KOPHEBOW 30HbI DNS.



ICANN cosgana BebG-cTpaHuLy, Ha KOTOPOK NpeacTaBneHbl MHPOPMaLNOHHbIE MaTepuarnbl O
KOHnmkTax nmeH: http://www.icann.org/en/help/name-collision. Ha aTow cTpaHuue Takke
npeacTaBneHa npoueaypa MHpopMupoBaHmsa 06 o4eBUAHOM NPUYMHEHUW CepPbe3HOro Bpeaa B
pesyrnbTare KOH(IMKTOB MMEH, MPUYMHON KOTOPbIX SBNSIOTCA HOBblE POAOBbLIE JOMEHbI BEPXHETO

ypoBHsi (pABY).

1.1 KoHgbriukmbl umMeH

"mo6anbHasa DNS aenseTcsa nepapxmyeckmm NnpocTpaHCTBOM MMeEH, a umeHa B DNS coctoaT ns ogHon
UITM HECKOMbKUX METOK, (DOPMUPYIOLLUX MOMHOE UMA. Ha BEpXHEM YpOBHE 3TOM nepapxXmn HaxoamuTca
kopHeBasi 30Ha DNS, cogeprkaluas rpynny Takux UMeH, Kak com, ru, asia W gpyrue; aTo rnobanbHble
[BY (oomMeHbl BEpXHEro ypoBHS), KOTOPble YacTo HasblBaoT NpocTo «ABY» unu « TLD». Mpumepom
NOSTHOrO JOMEHHOIO MMEHN (KOTOPOE YacTo Ha3bIBAKOT M10IHOCMbIO OripedesieHHbIM QOMEeHHbIM
umeHem nnn FQDN) aBNaeTca www . ourcompany . Com.

Mo4Tn BCE YacTHble NPOCTPaHCTBA UMEH TakKKe ABJTAITCA NepapxXm4eCKnMn. Ectb TP OCHOBHbIX TUNA
YaCTHbIX NPOCTPAaHCTB MMEH:

¢ [lpocTpaHcTBa MUMEH, ABNsAOWUECs: oTBeTBNeHneM rnodansHon DNS.
KopHeBbIM 2NeMEHTOM YaCcTHOro NPOCTPaHCTBa UMEH, ABMNSOLLErocsi OTBETBIIEHNEM
rnobanbHonm DNS, cnyuT nms, koTopoe MoXHO npeobpasoBaTth B agpec rnobansHon DNS.
OpHako ynpaBneHue BCEN CTPYKTYPOW KaTanoroB nog 3TUM MMEHeM OCYLLIECTBIISIETCS
noKanbHO € UCNOSIb30BaHMEM UMEH, kKoTopble AT-agMuHUCTpaTOpbl HE NaHMPYT genatb
BUaUMbIMK B rnobansHon DNS. B kayecTBe npumepa MOXHO NPUBECTUN YaCTHOE NPOCTPAHCTBO
WMEH, KOPHEBbBIM 3NIEMEHTOM KOTOPOrO SIBNSAETCA winserve.ourcompany .com: YpaBreHme
MMEHaMM B 3TOM YaCTHOM MPOCTPaHCTBE UMEH (winserve) OCYLIECTBISAET YaCTHbIN cepBep
VMEH, U 3TU UMeHa He BUaHbI B rnobanbHo DNS.

¢ [lpocTpaHCcTBa MMEH, UCNOJb3YylOLWMe COOCTBEHHbIE KOPHEBbIe Yy3Mbl C YacTHbiMu [1BY.
KopHeBbIM aneMeHTOM Takoro 4YacTHOro NPOCTPaHCTBA UMEH CNYXXUT OANHOYHAA MeTKa,
KoTopas He ssnseTcs rnobansHeiv [BY. YnpaBneHue Bcen CTPYKTYPOW KaTanoros, BKIoYas
YyacTHbIn [BY, OCyLeCTBNAIOT YacTHbIE CepBePbl UMEH, KOTOPbIE HE BUAHLI B rN0OGanbHOM
DNS. Hanpumep, ecnv KOpHEBBIM 31IEMEHTOM YaCTHOIO NMPOCTPAHCTBA MMEH CIY>XUT METKa
ourcompany, TO YaCTHble CepBepPbl MMEH TakKe OTBeYaloT 3a ynpasneHne JoOMeHamu
WWW.ourcompany, regionl.ourcompany, www.regionl.ourcompany U Tak garnee.
CyLecTByeT MHOXECTBO pa3sHbiX BUAOB NPOCTPAHCTB UMEH, NCNOSb3YHOLWNX.COOCTBEHHbIE
KOPHEBbLIE 3fIEMEHTLI € YacTHbIMK [1BY. B kadecTBe npnmepoB MOXHO npusectn Active
Directory komnanum MaiikpocodT (B HEKOTOPbIX KOH(PUrypaLumsax), MHOroagpecHyo cuctemy
DNS (RFC 6762) n ctapble cnyx6bl katanoros JIBC, koTopble Bce elle UCMOorb3ylTcs B
HeKoTopbIX yrorikax MHTepHeTa.

e [lpocTpaHCcTBa MMEH, KOTOpPbIE CO3AalTCA NYTEM UCMONIb30BaHUA CMUCKOB NOUCKa.
Cnunckom noucka HasbliBaeTcs OyHKLMS TOKaNbHOro onpeaenuTens umeH (4ns 4actHoro
NPOCTPaHCTBa UMEH U pekypcuMBHOro onpeaenutens ans rnodansHor DNS). Cnvcok noncka
Nno3BoSISET NONb30BaTENO BBOAUTL Bonee KopoTkne nmeHa ansi yaobcTea; BO Bpems
paspeLleHnsi cepBep MMeH A400aBnsieT ykasaHHble Npu HAaCTPOMKE MMEHa cripaBa OT UMEHU B
3anpoce. (3Tn ykasaHHbIe NPU HACTPOMKE NMEHA Takke Ha3biBaloTCa cyghghukcamu.)

lMpocTpaHcTBa UMeEH, aBnsalowwmnecs oteeTerneHnem rnodansHon DNS, co3gatoT KOHANKTBI UMEH
TOSbKO B COMETaHWUM CO crnimckamm noucka. Jllobon 3anpoc, B KOTOPOM YKa3aHO NMosiHOe AOMEHHOEe UMS
n3 rnobaneHon DNS, no onpegeneHnto HMKorga He co3aacT KOHNNKTa C 4PYrMM UMEHEM B



rnobanbHon DNS. Takoi 3anpoc MOXeT cTaTb NPUYMHOM TOSBbKO T€X KOHDIMKTOB MMEH, KOTOpbIe
HenpegHaMepeHHO Co3aHbl MyTeM UCMOMNb30BaHUA CMIUCKOB NomckKa.

lMoHATME «YaCTHblE NPOCTPAHCTBA MMEH» MPUBOLMT B 3aMeLLaTENbCTBO MHOIMMX JTIOAEN, KOTOpPbIE
NPUBbLIKIM rMaBHbLIM 06pa3om K 06bIMHOMY NpUMeEHeHNI0 MHTepHeTa, TO eCTb TEX NOAEN, KOTOpbIE
3HaKOMbI TONbKO C rnobanbHom cnuctemon npucBoeHnst MeH DNS 1, BO3MOXHO, C yanBneHnem
Y3HaHOT, YTO HEKOTOPbIE 3aNpOChl HAa paspeLleHne MMEH He aapecoBaHbl U HE AOSKHbI ObITb
agpecoBaHbl rnobansHon DNS. Bo3amoxHO, OHM yanBATCA ewe 6onblue, Korga y3HakoT, UTO HEKOTOpbIe
3anpocbl Ha nNpeobpa3oBaHNe UMEH, HAMEPEHHO CO34aHHble A5l YaCTHOro NPOCTPaHCTBa MMEH, B
utore nonagatot B rnobanbHyto DNS. OgHom n3 BO3MOXHbIX NPUYMH BO3HUKHOBEHMUS KOHDSTMKTOB
WMEH SIBMISIETCS TO, YTO 3anpoChbl, NpeaHa3Ha4YeHHbIe A5l CepBepa MMEH, HAXO4sLWErocsi B YaCTHOM
NPOCTPaHCTBE MMEH, BMECTO 3TOr0 HauMHatoT obpabaTtkiBaTbCA B rinobansHom DNS.

1.2 KoHgbriukmbl uMeH u3-3a YacmHbix []BY

KOHGNUKTbI MMEH BO3HMKAIOT B pe3ynbTaTe ABYyX COObITMI. Bo-nepBbiX, 3anpoc Ha paspeLueHne nosiHoro
OOMEHHOr0 MMEHH, pasMeLLeHHOro B YactHom [1BY, B pesynbTarte yTeyku nonagaeT U3 YacTHOW CeTU B
rno6anbHyto DNS. Bo-BTopbix, B rnobansHo DNS no 3anpocy ygaeTcs HauTu UMsi, KOTOPoe TOYHO
coBnagaeT C UMEHEM, CyLLECTBYIOLLMM B YaCTHOW CETU B NPOCTPaHCTBE UMeH YacTHoro [BY.

PacnpoctpaHeHHas npuymMHa Takmx KOH(PINKTOB UMEH — UCMNONb30BaHWE B CUCTEMAX, aHaNOM4YHbIX
Active Directory komnaHun MankpocodT, uMeHun, koTopoe He siBnsetcsa [BY B rmobanbHon DNS Ha
MOMEHT HACTPOWKN CUCTEMbI, HO BnocreacTeumn gobaeneHo B rnodanbHyto DNS. KOHNUKTLI nmeH
3TOro B1Aa y>Ke MHOrOKpaTHO BO3HMKANM paHee, N OXXNOaeTcs, YTO OHU No-npexHemy dyayT
HabntogaTbca No mepe BHeapeHus HoBbix [ABY B rmobanbHyto DNS (cM. gokymeHT BeedeHue 8
rnpozpammy eHedpeHusi Hoebix pLBY B MNpunoxeHun A).

1.3 KoHgbriukmbI uMeH u3-3a CruckKoe rnoucka

[pyron npnynHom KOHGIMKTOB MMEH siBNAeTCs 06paboTka cnuckoB noucka. Ecnuv B 3anpoce He ykasaHo
nonHoe gomeHHoe nms — FQDN, To Takoe Ms HasbIBaeTCs KpamKkuM HernosiHbIM umeHeM. Cnmncok
noncka COAEPXUT OLMH UK HECKONbKO cydhdmkcoB. OHM nocrefoBaTensHO Jo6aBNATCA C NpaBou
CTOPOHbI 3anpoca. Ecnv onpegenutens He MOXET BhINOMHUTL paspeLleHne KpaTkoro HEMoSTHOrO NMEHWN,
OH aobaBngaeT cydumKChbl M3 CMCKa NPU KaXKaow nonbiTke NnpeobpasoBaTb AOMEHHOE UMS B agpec A0
Tex nop, noka He 6yaeTt HangeHo noaxoasiiee ums. CNMCcok Nnoncka — nonesHas PyHKUNS; 0gHaKo
06paboTka 3TOro cnucka npegycMaTpuBaeT UCMONb30BaHNE KPaTKUX HEMOSHbIX UMEH, KOTOpbIE He
asnatoTca FQDN u B cuny aToro HenpegHamepeHHO co34atoT NPOCTPaHCTBA UMEH, HE pa3MeELLEeHHbIE B
rno6ansHo DNS. B aTom criy4ae KOHMNVMKT MMEH BO3HMKAET TOrAa, Korga CTpoka, KOTOPYHo
nonb3oBaTerb HaMepeH UCMOMb30BaThb Kak KpaTKOe HEMNOMHOe UMs, BMECTO 3TOro AOMOHSETCs Yepes
CMMCOK MOMCKa 1 paspeLlaeTcs B agpec Kak nosiHoe JOMEHHOE UMS.

Mpeanonoxmm, Hanpumep, YTo y onpeaennTens UMeEH ecTb CNIMCOK Noncka, cogepXxawmnmn cyddmkenl
ourcompany.com W marketing.ourcompany.com. [1pegnonoxmm Takke, 4To nonb3oBaTterb
BBOAMT B Nporpammy, kotopas obpaliaeTcs K onpegenuTento, umsa www. [Npn aTom BHavane
onpegenutenb byoeT nckatb UMsl www, HO €CIM 3TO He acT pe3ynbTraTta, TO OH MOXeT HavyaTb NMOUCK
UMEH www . ourcompany.com M www.marketing.ourcompany . com.

O6paTtnTe BHUMaHWE Ha CIOBO «MOXET» B ONMCaHUKU AaHHOro npumMepa. Npasuna npumeHeHns
CMNNCKOB MOUCKa NPW BbINOIHEHUW ONepaLuin paspeLlleHns UMEH MEHSIIOTCA B 3aBUCUMOCTU OT
onepaunoHHOW CUCTEMbI U NPUNOXEHUA. HekoTopble cuctembl nepes NpMMeHeHeM Cnmncka novcka
BCerga nonbiTatoTCs BbINOMHUTL paspeLlleHne MeHn nMbo B YaCTHOM NPOCTPaHCTBE MMEH, NMbo B
rnobanbHon DNS. OgHako apyrue cucteMbl cHavana 6yayT ucnonb3oBaTb CIMCOK NOUCKa, ecrnuv



NCKoMasa CTpoKa He COAEPXKUT CUMBONA « . ». Takke eCTb CUCTEMbI, KOTOpble ByayT Ncnonb3oBaTb
CMUCOK MOUCKa, eCcriv UICKOMaga CTpoKa 3akaHYMBaeTCs CUMBOMOM « . ». [paBuna npMMeHeHnsa Cnmnckos
noncka psagom onepaumMoHHbIX CUCTEM M NPUNOoXeHUn (Hanpumep, Be6-6pay3epammn) HEOQHOKPaTHO
MeHANUCL. [109TOMY HEBO3MOXHO NMPOrHO3MPOBAaTb, KOrAa CnCcKu novcka byayt unu He 6yayT
NCNONb30BaTbCS, YTO MOXXHO U YTO HEMNb3S CYNTATb KPATKMM HEMOSTHBIM UMEHEM, W, CneaoBaTerbHO,
€CTb JIN BEPOATHOCTb YTEYKN KPATKNX HEMOSHbIX UMeH B rnobanbHyto DNS. Cm. gokymeHT Npobremsbi
HosbIx pABY: umeHa 6€3 moYKuU U KOHuKmMbl umeH B MpunoxeHun A, 4tobbl nonyunTb 6onee
nogpobHy nHopmaumio 0 MHoroobpasnm obpaboTK CNUCKOB NomUckKa.

OTO onmMcaHue CNMCKOB NOUCKa MOXeT CTaTb CHOPNPU3OM AN HEKOTOPLIX YuTaTenemn, NoToMy 4YTo 3Tu
CMUCKN BECbMa pacnpocTpaHeHbl B TakKnMx MecTax, KOTopble Ha nepBbin B3rnsag, Bpoae 6ol He cosgatoT
«YacTHbIX NPOCTPaHCTB MMeH». Kaxxabin cyddunKke B CNUCKE NoncKa onpeaensieT ewe ogHo
NPOCTPaHCTBO MMEH, K KOTOPOMY MOXHO 0OpaTUTLCS B NpoLEecCe paspeLlleHns UMeH. 3To NpMBOAUT K
CO3[aHuI0 YaCTHOro NPOCTPAHCTBA UMEH, HafEeXHO (PYHKLMOHMPYIOLLEro TONbKO Toraa, Koraa KnmeHT
HanpaBnseT 3anpochkl TONbKO KOHKPETHbIM onpegenuTensam 3Toro NpocTpaHcTBa MMeH. B 3aBucnmocTn
OT peanunsaumm CrMCKOB Noucka, HEKOTOpble onpeaenuTeny UMeH gaxe MOryT nonbITaTbCs
npeobpa3oBaTtb KpaTKOe HEMOSHOE MMs, BBEAEHHOE NOSfb30BaTeNeM UM HAaCTPOEHHOE B
nporpaMmmHoM obecneyeHuu, nepeq agobasneHnem noboro n3 MMeH, BKIOYEHHbIX B CIMCOK NOMCKA.
Hanpumep, BBOA www . hr B 0O4HOM MecTe HTepHeTa MOXET NPMBECTU K NOMTYYEHUIO OOHOMO
pesynbTaTa oT onpegenutend DNS, ogHako BBOA 3TOM e CTPOKWU B APYroM MecTe MOXeT NpuBECTU K
nony4yeHuto gpyroro pesynbtata. Korga Takoe nponcxoanTt, 0gHO U3 3TUX NPOCTPaHCTB UMEH SBMSieTCS
«Y4aCTHbIM» MO OTHOLLIEHWNIO K APYroMy.

Wcnonb3oBaHne CnnCcKOB Noncka BMeCTo paspelueHns nonHbix umeH (FQDN) yepes rnobansHyto DNS
NOBbILIAET HEONpPeaAeNneHHOCTb pe3ynbTaToB pa3peLleHns AOMEHHbIX MMeH. KOHNMKTbI UMEH,
BO3HMKaIOLLME MO MPUYMHE UCNONb30BaHMS CIMCKOB NOUCKa, TPYAHO NPOrHO3MpPOBaTh, MOTOMY YTO 3TU
CMUCKWN NOMYYMIM OYEeHb LUMPOKOE pacnpocTpaHeHue. OHM ABNSITCA YacTbio NPOrpaMMHOro
obecneyeHuns onpeagenuTenen UMeH BO MHOMMX OnepaLmoHHbIX CUCTeMax, ceTeBoM o6opyaoBaHum,
cepBepax 1 apyrnx KoMnoHeHTax. lNporpammHoe obecneyeHne onpegenutenen MMeH YHKUNOHUPYET
Nno-pasHOMY B 3aBMCUMOCTM OT UCMOSb3YyEMOWN CUCTEMBI, PasfNYHbIX BEPCUA O4HOMN N TOW Xe
onepauroHHON cucTeMsbl 1 aaxe OYHKUUKN onpeaeneHns onepaunoHHON CUCTEMON I NPUINOXEHUEM
NCTOYHMKa ceTeBOro 3anpoca. Pa3sepTbiBaHue cnyx0bbl pa3peLlleHnss MMeH, KoTopas OCyLLecTBAseT
npeobpa3oBaHne UMEH B agpeca C UCMOonb3oBaHNEM ToNbKo rnobansHon DNS, cnyxut nyywen
rapaHTuen ycTpaHeHusi Takonm HeonpeaeneHHOCTU N HenpeackasyeMoCcTn pe3ynbTaToB.



2. [lpobriembl, BO3HMKaKOLWME U3-3a
KOHQSINKTOB UMEH

KoHMNMKTLI MMEH, MPUYMHON KOTOPbLIX SBASIETCS YTEYKa 3arnpoCcoB U3 YAaCTHbIX ceTen B rnodarnbHyro
DNS, moryT npmBecT1 KO MHOTMM HenpeaBnaeHHbIM nocreacTemam. Ecnun Ha 3anpoc nonyyeH
NONOXMUTENbHbIA OTBET, HO MPU 3TOM OTBET NOCTYNuUN u3 rnobansHon DNS BMecTo oxugaemoro oTeeta
N3 YaCTHOro NPOCTPAHCTBA MMEH, OTMNPAaBMBLLEE 3aMNpPOC MPUITOXKEHNE MOMbITAETCH NOLKITHUNTLCS K
CUCTEME, KOTOpasi He BXOAMUT B YaCTHYIO CETb, U 3Ta NOMbITKA MOXET OKa3aTbCs ycnewHon. Takoe
NoAKmnioYeHne MoXeT co3aTb JocafHble NOMEXN (CTaTb UCTOMHUKOM 3a4ePXKKU NPU paspeLLeHnn UMEH).
OHo TaKkke MoXeT co3aaTtb Npobnembl ansg 6e3onacHoOCT, HaNnpUMep, YS3BUMOCTb, KOTOPOW MOXHO
OyaeT BoCnonb30BaThCs B 3NIOHAMEPEHHbIX LIENSAX, B 3aBUCMMOCTM OT ornepaumi, BbIMOSTHAEMbIX
NPUNoXeHNeM nocne NOAKMHYEHNS.

2.1 HanpaesnieHue Ha HernnpedycMmompeHHble eeb-calimabl

MpeanonoXxmm, YTo HaXoOsLWNNCS B HaCTHOW CETU NoNb3oBaTeNb BBOAUT B apECHON CTPOKE CBOEro
BeG-6pay3epa https://finance.ourcompany, U B 3TOW CETU €CTb MPOCTPAHCTBO UMEH, YaCTHbIM
[BY koToporo siBnsietca ourcompany. Ecnm 3anpoc 6pay3epa Ha paspeLleHne MMeHn
finance.ourcompany BbINOMHAETCSH TaK, Kak oXxuganock, To 6pay3sep nonyuut IP-agpec BHyTpeHHero
Beb-cepBepa thmHaHcoBoro otaena. OaHako npeactaBum, Yto [BY ourcompany Takke BXOAUT B
coctas rnobansHon DNS, n y atoro [IBY ectb fomeHHoe umsi BTOporo ypoBHA (SLD) finance. Ecnin
Npou3onaeT yTeyka 3anpoca, To Nocre BbINOSIHEHNS onepauun paspeLleHnsa MMeHn 6yaeT nonyyeH He
Takon IP-agpec, kak B cnyvae o6paboTku 3anpoca B HaCTHOM NPOCTPaHCTBE UMEH. Tenepb NpeacTaBmm,
4TO No aToMy Apyromy IP-agpecy moxeT HaxoauTbCcsa Beb-cepBep. bpaysep nonbiTaeTcs NOAKMHOYUTHCS
K Beb-cepBepy, pacnosioxXeHHOMY B ceTu obLiero nonb3oBaHus — MIHTepHeTe, a He Kk Beb-cepBepy B
YaCcTHOWM CETW.

Kak 61510 NpoAeMOHCTPMPOBAHO paHee, TOYHO Takas e npobnema MoXeT BO3HUKHYTb Jaxe B TeX
ceTsIX, rae HeT YacTHbIx [UBY, HO Mcnonb3yTcsa CnvMcky novcka. PaccmoTpum Bpaysep, KOTOpbIN
ncnonb3yeTcd cTaHgapTHbIM 06pa3om B ceTu, rae y nonb3oBaTesien eCcTb CMCOK MOMCKa C UMEHEM
ourcompany.com W NOfb30BaTeNlb BBOAUT UMSA www . finance, YTOObI NONACTb Ha y3en
www.finance.ourcompany.com. |enepb NpeactaBum, 4To 6paysep ncnonb3yeT ¢ MOBUBHOrO
YCTPONCTBA COTPYAHMK, Haxoaswmica B kade. Ecnn nponsongeT yTedka aToro 3anpoca B VIHTepHeT
n Tam ectb [1BY c meHem finance, TO B pe3ynbTaTe 3anpoca umsa 6yae npeobpaszoBaHo B UHOM
IP-agpec, Hanpumep, B agpec COBEPLLEHHO ApYyroro yana, umetowero B rnobansHor DNS nva

www . finance. QTOT 3anNpoc MOXET CTaTb NPUYMHOM NONbITKM Bpay3epa NOSKHYNTLCA K BED-
cepBepy, HaxodsLeMycs B COBEPLUEHHO ApYron YacTu obwenoctynHoro MiHTepHeTa, BMecTo Beb-
cepBepa, KOTopbIn BbIN Bbl HANAEH B Criyvae NOCTYNeHUs 3anpoca Ha onpeaennTens YacTHOM CeTu.

O6bI4HO NpKU TakoM pPas3BUTUMN COOLITUI NONb30BAaTENb MOHMMAET, YTO Nonasn He Ha ToT Be6-canT u
HemeaneHHo nokmuagaet ero. OgHako bpaysep MoXeT nepenaTb Beb-cepBepy 60NbLLIOE KONMYECTBO
AaHHbIX, €CNN «40BEPSIET» eMY MO NPUYNHE TOro, YTO ITOT BED-CEpBEP MMEET TaKoe e LOMEHHOE
UMSA 1 CHUTaEeTCAa y3NoM, KOTOPbIN paHee NnpocmMaTpmBarcs B 3Tom 6pay3epe. bpaysep moxeT
aBTOMATMYECKMN BBECTW MMSs MONb30BaTeNs, UCNOMb3yeMoe 4118 BXo4a B CUCTEMY, UNKN apyrue
KOHMAeHUnanbHble AaHHble, Aenas TeM cambiM 3Ty MHCpOpMaLMI0 AOCTYMNHOW ANs 3axBaTa U
aHanusa 3a npegenamu opraHusauun. Mpu gpyrnx obctoaTenbcTBax (Hanpumep, B criyyae TwaTtenbHo
CNIIaHMPOBaHHOWM aTakn Ha opraHn3auunio) 6paysep MOXeT NOAKIHYMTECSA K CalTy, KOTOPLIN COAEPXUT
BPEAOHOCHbIN KOf, YCTaHaBNUBAKOLWMIA HAa KOMMNbIOTEP ONacHble NPOorpaMMbi.



O6paTtute BHMMaHue, YTo MCNONb30oBaHue npoTokona TLS n undpoBbIX cepTndmnkatoB MoXeT
okasaTbcs 6ecnonesHbiM 48 NpeaoTBpalleHmns yulepba ns-3a KOH(PNIMKTOB MMEH; DaKTUYECKN, ITO
Aaxe cnocobHo ycyrybuTb cuTyaumio, co3aaB Yy Nnonb3oBaTens NoxHoe owylieHne 6e30nacHoOCTH.
MHorune ueHTpbl ceptudunkauum (LIC), koTopble BbigatoT cepTudmKkaTbl 451 NPOBEPKN NOATTMHHOCTY
nmeH B rnobanbHon DNS, Takke BblgatoT cepTudmnkaTthl Ans NpoBEPKN NOASTMHHOCTU KpaTKUX
HEeMnoOJHbIX MMEH B YaCTHbIX apeCHbIX NPOCTPaHCTBaX, MO3TOMY BO3MOXHA CUTyaunsd, korga
HanpaBfeHHbIN He Ha TOT canT NoJfb30BaTeNb BCe-Takn OyaeT BuaeTb AeNcTByOWmMi cepTudmkar. Ans
nony4eHus 6onee NoApPOGHLIX CBEAEHMI O cepTUrKaTax UMeH B YaCTHbIX MPOCTPAHCTBAX UMEH CM.
nokymeHT SAC 057 B lNpunoxeHun A.

2.2 Omnpaeka 3/IeKmpPoOHHOU NoYmbl He mem adpecamam

BoamMoXHble NocnencTBMst KOHPSIMKTOB MMEH HE OrpaHn4MBatloTcsl Beb-6paysepamn. DneKkTpoHHas
noyrta, NnpegHasHa4YeHHas ogHOMY agpecaTty, MOXeT ObiTb OTnpaBrieHa gpyroMmy agpecarty, ecnm
MMEHa 1X y3rioB COBMNagatoT; Hanpumep, arekTPoHHOe NMCbMO, OTNPaBeHHoe No agpecy
chris@support.ourcompany MOXeT ObITb 4OCTABEHO NOMNb30BATEND C COBEPLUEHHO APYrom
YY4ETHOWM 3anuncbto, ecnn ourcompany ctaHeT [ABY B rmo6anbHo DNS. [laxe B ToMm cnyyae, korga
coobLLeHne He OOCTABIEHO KOHKPETHOMY MONb30BATES0 SNEKTPOHHOW MOYTbI, MOMYT ObiTb
npeanpUHATLI MNOMbLITKN ero OTNpaBkK, CNocoOHbIe caenaTh coaepkaHne NOYTOBOro COo0LLeHUs
OOCTYMHbIM 4119 3axBaTa Unv aHanusa 3a npegenamm opraHusaumu.

MHoruve ceTeBble ycTponcTBa — BpaHaMayapbl, MapLIpyTU3aTopbl U AaXe NPUHTEPbl — MOXHO
HaCTPOMUTb Ha OTMNPaBKYy YBEAOMMAEHUA NN PErMCTPaLMIO AaHHbIX B XXypHane no 3neKTPOHHOW noyTe.
Ecnu umsa agpecaTta, ykazaHHOe AN OTNpaBky YBEAOMIIEHWUI MO SNIEKTPOHHOM NoYTe, BNOCNEACTBUM
Ha4yHET KOHIIMKTOBATL C MMeHeM B rrobaneHon DNS, yBegomneHmne MoxeT bbiTb 4OCTaABNEHO
COBEpLLEHHO He TOMY afpecarTy, KOTOPOMY OHO MpefHa3Havanocb. MoXeT Npon3onTun yTeuka
Haxo4sALWMXCA B Tene coobLueHns cBeaeHNI O COObITUSX UM AaHHbIX XXypHana, packpbiBatoLLmX
KOHUrypauuo ceTn 1 noBeaeHne y3rnos, K HenpeaycMOTPEeHHOMY nony4vaTtento. BeinonHsembiin
NT-nepcoHanom noBceaHEBHbIM aHaNn3 napaMeTpoB CeTU unu Tpadurka MoxeT ObiTb HapyLLEeH, ecnm
LeneBoMy nonyyaTernto He AOCTaBNATCA AaHHbIe XXypHana unm cobblTus, cTaBLine NPUYUHOM
OTNpaBknN yBEAOMSEHWS, HEBO3MOXHO paccrneaoBaTb UM YCTPaHUTb.

2.2 CHu)xeHue 6e3onacHocmu

KOoH®NMKTbI MMeH, nocneacTBMs KOTOPbIX HE Bbiny CMSAr4YeHbl, MOryT MPUBOAUTL K HENpeacka3yemomy
nosefeHno nnn yuwepby ana cuctem B YacTHbIX ceTsax. CucteMbl, PyHKLUMOHNMPOBaHUE KOTOPbIX
onpefensaeTcs paspeLleHemM UMeH, BbINOMHSALWMe Takke dyHKUMK obecneveHns 6e3onacHocTy,
Mo2ym HafiexxHo paboTaTb Npu ucnonb3oBaHuy nonHbix umeH (FQDN) v paspelueHnn aTux MMeH
Yyepes rnobansHyo DNS.

Hanpumep, B 6paHgmayspax npaBuia 6e30nacHOCTM YacTO OCHOBaHbI HAa onNpeaerieHnM NCTOYHMKa
W MecTa Ha3Ha4YeHns NoToKa nakeToB. B kayecTBe MCTOYHMKA U MecTa Ha3Ha4YeHUs NakeToB
ucnoneaytotca agpeca IPv4 unu IPv6, ogHako MHorme 6paHamayapbl Takke NO3BOMSKT BBOAUTb UX
Kak JOMEeHHble MeHa. Ecnn ncnonb3yeTcsa KpaTkoe HEeMNomnHOe MMs, pa3peLleHne KoToporo
BbINOSIHAETCS HEe TaK, Kak OXXnaanocb, 3TU npasuna MoryT He o6ecnednTb BbiNONIHEHWE (DYHKLNIA
OMnoKMpoBaHMA uUnu nponycka Tpadgurka B COOTBETCTBUN C HAMEPEHNAMUN agMMHUCTpaTopa.
AHanormyHeim obpasom, B xxypHanax dpaHgmayapa 4acTo UCMOofb3YyTCA JOMEHHbIE UMEHA; MPU 3TOM
NCNONb30BaHME KPaTKUX HEMOSHbIX MMEH, KOTOpble NpeobpasyloTcsa B agpeca HenpeackasyeMbiM
obpa3om, MOXeT NoMeLlaTb OTCIEXMBAHMIO COObITUIA, aHanu3y 1 pearnposaHuio. K npumepy,
aHanmanpyoLwmin xxypHanel N T-nepcoHan cnocobeH HeA0OLEHUTb BaXXHOCTb COBLITUSI, MOTOMY YTO
yKa3aHHOE B XXypHarne KpaTKoe HEemnosiHoe UMsi MOXEeT OnpeaensaTb pasHble y3nbl, B 3aBUCUMOCTH OT
MecTa co34aHus XXypHana (To eCTb B OAHO M TO e KpaTKoe HEMOSTHOE NMS B XXypHare MoXeT 6biTb



CBSI3aHO C ABYMSI UNN HECKONbKMMM pa3HbiMu IP-agpecamu). [laHHyto npobnemy MoxeT ycyryoutb ToT
¢hakT, YTo GONbBLUMHCTBO GpaHaMay3pPOB CMOCOBHO BLICTYMNATh B KAYECTBE CAMOCTOSITENbHbIX
onpeaenutenein DNS nnu no3Bonsitb agMMHUCTPaATOpPaM MCronb3oBaTb UMK HacTpamBaTb CMMCKU
noucka.

2.4 Cucmembl, Ha KOMOPbIe KOHPITUKMbI UMEH
OKa3blearom eJsiusiHue

MopknoYeHHbIE K CETM CUCTEMBI CreagyeT NpoBepsATb Ha NPEAMET UCMONb30BaHUSA UMEH Y30B, AN
KOTOPbIX KOPHEBbLIM SIBNAETCS YacTHbIM [BY, unu nmeH y3nos, B OCHOBE KOTOPbIX HAXOAATCA CMNCKK
noucka. Bo Bcex cnyyasix Takoe «Mcrnosb3oBaHe» HeobXxoanumo 3aMeHNUTb Ha MCMNONb30BaHMeE MOSHbIX
nmeH (FQDN) n3 rmobanbHon DNS. Hwke npuBegeH HeNOMHbIN NepedeHb CUCTEM UMK NPUIOXEHWH,
NoAnNexaLmx NpoBepKe:

o bBpay3epbl. Be6-6paysepbl N03BONSAIOT NONb30BaTENSAM YKa3blBaTb MECTOMOMNOXEHME NPOKCU-
cepepoB HTTP, KoTopble 04EHb YacTO HAaxXoAATCS B YacTHbIX ceTax. [1poBepbTe, HE CO3aHbl
v nonb3oBaTeNAMMN UNn coTpyaHnkamm UT-otaena nepcoHarnbHble HavarnbHble CTPaHULbl,
3aKnagku nnun nomcKoBble CUCTEMBI: 3TU KOMMOHEHTbLI MOTYT COAepXXaTb CChbISIKU Ha cepBepbI
yacTHou ceTn. Kpome Toro, KoHpurypaums HEKOTopbix Gpay3epoB No3BOMsiET 3agaTb
WCTOYHUKM NonyyYeHuns nHdpopmaumm ob ot3biBe cepTudmnkatoB SSL/TLS, B ka4eCcTBE KOTOPLIX
MOryT ObITb YKa3aHbl UMEHa y310B YaCTHOW CETW.

e Beb6-cepBepbl. Be6-cepBepbl N03BONSIOT Nonyunts cogepxkmmoe HTML, B KOTOPOM €CTb CChINKK
1 MeTafaHHble, coaepaliue umeHa y3nos. [poBepbTe, HET N Ha BeG-cepBepax YacTHOWN ceTu
COOEPXKMMOrO C KpaTKMMM HEMOMHbIMU MMeHaMK. [poBepbTe, He yKkasaHbl N1 B dhaiinax
KOHUrypaumm Beb-cepBepoB KpaTKMe HEMOHbIE MEeHa UNnu Apyrue y3anbl YacTHOW CEeTU.

e [lonb3oBaTenbcKue areHTbl ANeKTPOHHOM NMOYThI. Y BCEX NMOYTOBbIX KITMEHTOB, TAKMX Kak
Outlook n Thunderbird, ecTb napameTpbl KOHPUrypaumm, B KOTOPbIX yKa3aHbl y3nbl NOSTyYeHnst
3ANEKTPOHHON NoYThl No npoTtokonam POP unu IMAP 1 y3nbl oTnpaBky 9NEKTPOHHOM NOYTbI MO
npotokony SUBMIT; B kauecTBe BCEX 3TUX NapameTpoB MOryT UCNOMb30BaTbCA UMEHa y310B
YyacTHou ceTu. [poBepbTe, HE HACTPOEHbI NN ATU NPUITOXKEHNSA Ha NonyvYeHne nHpopmaumm ob
oT3biBe cepTudunkatoB SSL/TLS OT y3noB, KOTOPLIM MPUCBOEHBI KpaTKMe HEMOSMHbIE NMEHA.

e CepBepbl aNeKTPOHHOM NOYTLI. [1poBepbTE, HET NN Y CEPBEPOB 3MEKTPOHHON NOYTbI
KOHUrypaumii ¢ nepeyHeM KpaTKux HEMOSHbIX MMEH UIN APYrnX NOKarbHbIX Y3I10B, TakuxX Kak
LUIHO3bl PE3EPBHOr0 KOMMPOBAHUS 3NTEKTPOHHOM MOYTLI, CEPBEPbLI aBTOHOMHbIX XPaHWUMMLL U TakK
panee.

o CepTtudukarbl. [lpoBepbTe, HE coaepXaT NiM NPUNOXKEHUS, UCMONb3YIOLLME cepTuduKkaTbl
X.509, Hanpumep nporpamMmmel Ansa TenedoHHON CBSA3N N MTHOBEHHOIO 0OMeHa coobLLEHNAMM,
OaHHble KoHdMrypaumm, B KOTOPbIX B KAYECTBE MeCcTa NoslydyeHns nHgpopmarmm o6 oT3biBe
ceptudmkaToB SSL/TLS ykasaHbl KpaTKMe HENosHble UMeHa.

e [pyrve npunoxeHus. Y nonb3oBaTeNbCKMX NMPUNOXKEHNUI MOXET ObITb MHOXECTBO
napameTpoB KOHUrypaL K, XpaHsLWmx umeHa y3nos. Hanbonee o4eBUOHLIM MECTOM UX
XpaHeHus SBNsTCS dainbl KOHMUIypaLmmn, HO UMeHa Y3roB Takke MOryT BXOAUTb B COCTaB
MHOIMX BUAOB AaHHbIX MPUNOXKEHUS, CCbINOK Ha coumarnbHble CETU UMW BUKU-CalTbI, U gaxe
MOryT ObITb BCTPOEHbI B COCTaB MCXOAHOrO KoAa npunoxeHus. NMpoBepbTe, HET N cpeaun 3TUx
AaHHbIX KOHUrypaummn KpaTkMx HEMOSHbIX UMEH.
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e CeTeBble ycTponcTBa. [lpoBepbTe BXOASALME B COCTaB CETEBON MHAPACTPYKTYpbI
ycTporcTBa — 6paHamMayapbl, CUCTEMBI 3aLUTbl MHAOPMaLUK U yripaBneHus cobbITusMu
(SIEM), mapLipyTmsaTopbl, KOMMyTaTOpbl, YCTPONCTBA MOHUTOPUHIa CETU, CUCTEMBI
obHapyxeHus n npegoTBpalleHus stopxxeHnn, VPN-cepeepbl, DNS-cepeepbl, DHCP-
cepBepbl, CepBepbl XypHanNoB — Ha npegMeT Hannynsa B X napameTpax KoHdurypaumm
KpaTKMUX HEMOMHbIX UMEeH OPYrnx YyCTPOUCTB YaCcTHOW CETW.

e ApMMHUCTPUpPOBaHME KNUEHTOB. [TpoBepbTe CpeacTBa LEHTPANM30BaHHOMO
aAMVHUCTPUPOBAHUS KNMMEHTOB, HanNpumMep MHCTPYMEHTbI HACTPOVKM paboyumx CTaHLui 1
CeTeBbIX YCTPONCTB OopraHn3aunm, Ha npeameT Hanuuust KpaTKUX HEernorsHbIX UMEH B
KOHUrypaumsx (B 4aCTHOCTU, B CNMCKAaX Noucka), TEKyLLee N UCXOOHOE COCTOSIHNE KOTOPbIX
KOHTPONMPYIOT 3TN CUCTEMbI.

¢ MobunbHble ycTponcTBa. [Nonb3oBaTtenbckme YCTPONCTBa, HanpumMep MobunbHble TenedoHbl
W NnaHweTbl, MOTyT UMEeTb NapamMeTpbl KOHpUrypaumm, aHanormyHele napameTpam HEKOTOPbIX
NepeYnCrieHHbIX BbILLE NPUOXEHWIA, U B CUINY 9TOMO MOTYT codepXaTb B KOHUrypaumm
KpaTKne HENosHble MMEHa Y3r10B fIOKanbHOW CeTU.

Cpe/:u/l AaHHbIX KOHd)I/IpraLl,I/II/I BCeX 3TUX yCTpOI7ICTB HeobXxoaANMO HaNTK XpaHAdlwlneca KpaTtkme
HEenosHble UMeHa, 4Tobbl 0becneunTb BO3MOXHOCTb N3MEHEHUS TAKUX UMEH B cny4vyae n3aMeHeHuA
KOPHEBOIo y3mna 4aCTHOro npocTtpaHCcTBa MMEH Unn B Cltydae OTKa3a OT UCNOJ1b30BaHUA CNUCKOB
Nnouncka.
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3. Korga crnegyet npyHUMaTb MepbI Mo
CMArYeHM KOHMIIMKTOB MMEH

MHoraga B rmobanbHyto KopHeBYto 30HY DNS gobaensioTcs HOBbleE MMEHA, Hanpumep B criyyae
N3MEHEHMA Ha3BaHUA CTpaHbl UnNn B cny4vae pernctpaumm kopnopauuen ICANN HoBbix pABY. O6a
TMNa JOMEHOB BEPXHEr0O YPOBHS A00aBNANUCH NOYTH €XErogHoO B TedeHne Gonee Yem aBaguatu ner.
B atom rogy (2013) Takke 6binn gobasneHbl HOBbIE MMEHA, U OXMAAETCHA NOsIBriEHME ewe bonbLlero
nx konmyectea B 2014 rogy v ganee.

NcTopuyeckne gaHHble CBMAETENLCTBYIOT O TOM, 4YTO nNpu AobasneHumn [BY B DNS Bo3HuKanu
KOH(NUKTBI MMeH. Kpome Toro, CTopnYeCKMe AaHHblE CBMAETENBLCTBYIOT 00 yTeYKe UMEH M3 YaCTHbIX
NPOCTPaHCTB B T€YEHME MHOMUX JIET, KOTOPas B HEKOTOPbIX CIiyYasx MMeeT O4eHb BOornbLUyo
WHTEHCMBHOCTb. [Ins nonyyeHnst 6onee nogpobHbix ceBegeHnn cM. fokyMeHT SAC 045 B MpunoxeHun
A. Nctopusa HarnggHo AEMOHCTPUPYET, YTO U30MALMS MPOCTPAHCTB UMEH N pa3peLleHns UMEH,
KOTOpPOE OO0JMKHO OCYLLECTBIISATLCSA B paMKax YaCTHbIX CETEN, HAKOTAA He Oblna Takon TwaTernbHON,
Kakon ee CUMTaloT agMUHUCTPATOPLI, U 3anpockl Ha pa3peLlleHne NMEH, KOTopble Mo 3amMbliCny
agMMHUCTPATOPOB AOMKHbI 06pabaTbiBaTbCA BHYTPEHHUMWU CepBEpaMm MMEH, BMECTO 3TOro MHorga
oTnpaensalTCs onpegenutensam B rmobansHon DNS.

CeTeBble aAMMHUCTPATOPbI MHOTAA NMPUHMMAIOT PELLEHUST O BbIODOpEe NMEH, UCX0Os U3 NPeanoNoXeHU
O HEM3MEHHOCTU CNUCKa UMEH B KOPHEBOW 30He rnobanbHon DNS, ogHako Ha camom gerne aT1oT
CMUCOK MeHSANcs 1 OyaeT MEeHATLCA C TeYeHneM BpeMeHn. Hanpumep, korga nodtn 25 neTt Tomy Hasag
obin gobaenen [BY cs, anaiowuncss 4oMeHoM YexocrnoBakum, MHOTME YHUBEPCUTETHI NCNOSNb30Banm
CMMCKM NoncKa, NO3BOSISIBLLUME MOSb30BaTES0 BBECTU MMS, 3aKkaHumMBaroLweeca cydduKCoM cs, ans
noucka dpakynbTeTa MHOPMaTUKN B COCTaBe NOJTHOMO JOMEHHOIO MMEHN YHUBEPCUTETA, U 3TN
peLUeHNs MPMBENM K HEONPEeOENEeHHOCTN pa3peLLeHns MeH nocne gobaeneHust Hoeoro [1BY B
KOPHEBYIO 30HY, NOTOMY YTO TeNepb 3akaHYMBaKLLNECH HA cs UMEHAa CcTanu NONHbIMU JOMEHHbBIMN
umeHamn (FQDN) B rmo6ansHor DNS. CeTeBble agMMHUCTPATOPbI HEPEAKO 3abbiBalOT 0 HEOBXOANMOCTH
NMOCTOSIHHO UMETb akTyanbHy MHOpMauno 06 MMeHaX, HaXOAALNXCA B KOPHEBOW 30HE rnobanbHom
DNS, gaxe B TOM crnyyae, Korga aTu UMeHa He nepecekaroTCa C MMeHaMKU B YaCTHbIX MPOCTpPaHCTBax
nmeH (6yab To YacTHbI [ABY vnu cnvcok noucka).

NT-otoeny pekomeHayeTcsi Kak MOXHO CKopee HayaTb paboTy No MUHUMM3ALIMMN NOCNEACTBUMA
KOHMNMKTOB MMeH. [Mo3uumsa «Mbl NPOCTO YNyYLnM paboTy cBoMX BpaHaMayapoB» MOXET NPUBECTU K
YCTPaHEHMI0 HEKOTOPbIX KOH(PNMKTOB, OZIHAKO OHA HUKOrAa He No3BONUT N36aBUTLCS OT BCEX
KOHQIMKTOB. AHamNorMyHbIM 06pa3om, Te, KTO rOBOPUT «Mbl YGEAMMCS B TOM, YTO NMOSb30BaTeni
obpalLatTCsa K HalWMM cepBepam MMEH» UM «Mbl NepeBeaeM yaaneHHbIX COTPYAHUKOB Ha
ncnonb3oBaHue ceteit VPN», BEpOSITHO COKPATAT KONMMYECTBO KOH(INKTOB, HO NPY 3TOM OCTaBLLNECS
KOHNUKTBI ByAeT ewe TpyaHee AMarHoCcTMpOBaTh.

KOHNMKTBI MMEH MOryT BO3HMKaTb HE3ABMCUMO OT UCMOMb3YEMbIX B UMEHN CMMBOJIOB; OOHAKO
npuMeHeHne cMMBOIOB He u3 Habopa ASCII, Takmx kak &, H' 1 i1, B YyacTHbIX OBY ycnoxHsaeT aHanus
KoHpnukToB. OnpegenuTeny MoryT oTnpaBnAaTb 3anpockl Ha paspeLlleHne NogobHbIX UMeH
TpyaHonpeackasyembivM 06pasom, 1 3TV 3anpockl MOTyT HE COOTBETCTBOBATL CTaHAapTaM NHTepHeTa,
NMO3TOMY BbISIBNIEHNE CUTYaLMI, B KOTOPbIX BO3HUKHYT KOH(PNMNKTLI UMEH, CTAHOBUTCA HaMHOro 6onee
TpygHon 3agaden.
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XoTs kopHeBas 30Ha rnobanbHon DNS B KOHEYHOM UTOre CTaHET KpynHee, Yem B NpeablayLimne rogbl,
nobaeneHne B Hee HOBbIX MMEH HA caMOM Aerie BOBCE He SIBMSIeTCSl HEOObIYHbIM coObiTMeM. [Mpun
nob6aeneHnmn kaxxgoro Hoeoro [1BY ecTb BEpPOATHOCTb BO3HUKHOBEHUST KOHPITMUKTOB MMEH C TEMU
YaCTHbIMM NPOCTPAHCTBAMWN UMEH, B KOTOPbIX yTeYKka B MIHTEpPHET NpenmyLecTBeEHHO ocTaeTcd 6e3
BHUMaHUS. OpraHmsaumm Mcnonb3yT nMeHa 1 6epyT Ha cebs pUCK KOHPIMKTOB B TEYEHNE MHOTMMX
ner.

O6paTtute BHMMaHue, 4YtTo gobaBreHne HOBLIX MMEH B KOPHEBYHO 30HY DNS He siBnsieTcst U HUMKorga He
CTaHeT NpobnemMon Angd opraHn3auni, y>xe NCNonb3yLWnX B CBoen cetu nonHble nmeHa (FQDN) n3
rnobansHon DNS. 3Tn opraHnsaumm He CTONKHYTCA C HEOBXOAUMOCTBIO N3MEHEHUS MPUHLMMNOB
ncrnonb3oBaHusa nmeH DNS, NockonbKy B UX criydae KOHQMMKTbI UMEH OTCYTCTBYHOT. [1pobnembl
BO3HMKAIOT TONbLKO Y OpraHun3aumin, KoTopble MCNoNb3yoT YacTHble [ABY, unn y opraHnsaumin, Kotopble
NCNONb3YOT CMMCKN NOMCKa, NO3BOMAIOLLME BBOAUTL KpaTKME HEMOSHbIE MMEHa, Koraa camo
COKpaLLEeHHOEe NMS SBNSIETCA AONYCTUMbIM MMeHeM B rnobansHon DNS.

3.1 OnpedesieHUe 803MOXHOCMU KOH(OJSIUKMOS

YT06bl ONpeaenvTb, BO3HUKHYT U HET KOH(PNMKTLI UMEH B YaCTHOM NMPOCTPaHCTBE MMEH Ballen
opraHusaumu, BaMm Heo6XoaAMMO NAEHTUMULMPOBATL U CUCTEMATU3NPOBATL BCE UCNONb3yeMble
opraHusaumei YacTHble NPOCTPaHCTBa MMeH M cnvcku nomcka DNS, a 3aTeM Ha OCHOBeE 3TUX
NCTOYHUKOB COCTaBUTb NepeyeHb MMeH BEPXHEro YPOBHS. B 6onbLUMHCTBE OpraHusaumii, kak npasumno,
CYLLLECTBYET OZIHO NPOCTPAHCTBO UMEH C €AUHCTBEHHBLIM MEHEM BEPXHETO YPOBHS, OOHaKO B
HEKOTOPbIX OpraHn3aumsx, 0COGEHHO B TeX, KOTOpble ObiN 06beANHEHBI C APYTMMM OpraHM3aLusMm,
TaKkKe MCNonb30BaBLUMMM YaCcTHbIE NMPOCTPaHCTBA MMEH (Hanpumep, B pesynbTate CIUsSHUSA Unu
pacLumpeHusi 6usHeca), eCTb HECKOSbKO YaCTHbIX UMEH BEPXHEro YPOBHSI.

3atem Bam Heo6X0aMMO oNpeaennTb Kak TekyLlee, Tak U oXngaemoe coaepXMmoe KOpHEBOW 30HbI
rnobanbHon DNS. Cnncok nmeH, KoTopble B HAacTOsILLEE BPEMSI €CTb B KOPHEBOW 30HE rrnodanbHom
DNS, HaxoguTcs no agpecy http://data.iana.org/TLD/tlds-alpha-by-domain.txt. YToGbl BbISCHUTD,
paccMaTtpuBaeTCcsl v BONPOC O NpeaoCTaBneHMn UMEHN, NCMOSb3YyeMOro BaMmm B YaCTHOM
NPOCTPaHCTBE MMEH, B pamKax nporpaMmmMbl BHeApeHus HoBbIX pLBY, koTopas ocyuiecTsnseTcs B
2013 roay, BbINONHUTE crieayolne enCTBUS:

1. MNepenaute no agpecy https://gtidresult.icann.org/application-result/applicationstatus
2. Haxwmute cTpernky B ctonbue «String» («CTtpoka»)

3. lMpocmaTpuBaiite CTpaHuLbl, MOKa He HarnaeTe rpynny CTPOK, CoAepKalllyto UMS U3 BallLero
4aCTHOro NPOCTPaHCTBA MMEH

Ecnu coctaBneHHbIN BaMu NepedeHb YacTHbIX [1BY nepecekaeTcs co CNMCKOM MMEH B KOPHEBOW 30HE
DNS, ecTb BEpPOATHOCTb BO3HMKHOBEHUA B ByayLiem KOHANKTOB MMeH. [1oaTomy He0BX0aMMO CPOYHO
NPVHATb MepPbl MO CMAMYEHNI0 CUTyaLun.

O6paTtuTe BHMMaHue, 4To Nocne BBoAa B KOPHEBYHO 30HY Tex HOBbIX [1BY, KOoTOpble paccmaTpmBaloTCs
B TEKYLLEM payHAae nporpaMmmbl, MOryT BbITb NpeanoXeHbl HOBblE JOMEHbLI BEPXHETO YPOBHS; B
4YaCTHOCTU, CNNCOK HOBbIX [IBY MOXeT MEeHATLCA U Mpy 3TOM MOTYT BO3HUKHYTb KOHNUKTBI MeXay
UMEHaMW N3 YaCTHbIX NPOCTPAHCTB MMeH 1 Byaywmmmn HoBbiMu [1BY. Kpome Toro, opraHmsauum,
ncnonb3ayowme AByx6ykBeHHble YacTHble [ABY (Hanpumep, ab), AOMKHbI NOHUMATb, YTO
ABYXOYKBEHHbIE AJOMEHHbIE MMEHA BEPXHErO YPOBHS 3ape3epBMpOBaHbl 45151 UCNONb30BaHWS B
KayecTBe KOOOB CTpaH (HauMOHanbHbIX AOMEHOB), KOTOPbIE BBOAATCSA B KOPHEBYHO 30HY COrfacHoO
COBEpLUEHHO Apyron npouenype.
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4. 3Tanbl cMAr4eHms Npobriem, cBA3aHHbIX C
yacTHbiM [1BY

YXe HECKOSbKO AECATUNETUN HE PEKOMEHOYETCH NCNONb3oBaTh YacTHble [ABY. daktuyeckn, B TeyeHmne
MHOIMX NeT UHCTPYKUMK Mo npumeHeHnto Active Directory komnaHmum MankpocodT v cepBepHbIX
NPOAYKTOB ABHbIM 06pa3oM He NooLLPAIT Ucnofb3oBaHMe YacTHbix [BY. Hanbonee acddeKkTMBHOM
MEPOWN NO CMArYEHUIO KOHMISTMKTOB MMEH, BO3HMKAIOLLMX MO MPUYMHE YTEYKN MMeEH YacTHbIX [BY B
rnobanbHyto DNS, siBnseTcs nepexoq oT Mcnosib3oBaHmst YactHoro [IBY k Mcnonb3oBaHuio JOMeEHa,
Haxopswerocs B rnobansHon DNS.

OnuncaHHble B HAacTosILWEM pasgene OeNCTBUS pacnpOoCTPaHAOTCSA Ha Nobyo ceTb, B KOTOPOM NO
CYObEKTUBHBIM NMPUYMHAM PELLEHO MCMONb30BaTh B KAYECTBE KOPHEBOrO y3na YactHbin [ABY nnu
NPUMEHSATL CMUCKU NoUcKa Ansl paspeLlleHns KpaTkux HEMOMHbIX UMEH, BMECTO pa3MeLLeHus
NPOCTPaHCTBa MMeH B paMkax rnobansHorn DNS 1 ncnonb3oBaHnsa 3anpocoB Ha paspeLleHne nosHbIX
OOMEHHbIX UMeH, obpabaTbiBaembix B rnobanbHon DNS. HacTosawwmn pasgen kacaeTtca Bcex
opraHu3saLmmn, ncnonb3yoLmx YacTHole [1BY, a He TOnbKO TeX, rae yxxe HabnogaeTca yTevka 3anpocoB
Ha paspeLueHne umeH B rnobanbHbin MIHTepHeT. Ecnu Bawwa opraHusaumsi MICnonb3yeT To, YTO Bbl
cumTaeTe «besonacHbIM» YacTHbiM [IBY, TO ecTb nMsl, Ha KOTOPOE €LLEe He NodaHa 3asiBka, Unn ums,
AenernpoBaHne KOTOpOro B KOPHEBYHO 30HY rrnobansHo DNS elle He yTBepXXaeHO, BaM BCe paBHO
cnefyeT cepbe3HO PacCMOTPETbL BO3MOXHOCTb €ro 3aMeHbl Ha JJOMEHHOE NMS, pa3MeLLeHHOoe B
rnobanbHon DNS. Ecnu Bbl paboTaeTe B KpYNHOW OpraHn3auumn, MMeIoLLE HECKONMBbKO YacTHbIX [BY
(Hanpumep, B kKOMMNaHWUK, KOTOpas 06beagMHMIach ¢ pPyro KOMNaHMen, Ho He NMPon3Bena CIUSHUSA
ABYX NMPOCTPaHCTB UMEH), TO ONUCAHHbIE B HAaCTOALLEM pa3fene Mepbl HE0OX0ANMO NPUHATL B
OTHOLLUEeHUN Kaxkgoro yactHoro [1BY.

Mo BCel BEpOSATHOCTU, KOrAa opraHM3aumst NpuHMMana pelleHme 0o ncnonb3oBaHum YyactHoro ABY,
OHa nofgpasymeBasna npUMeHeHne KOHKPETHOro cornawleHnsa o NnpucBoeHnn nmeH. MNpegnaraemele
3[eCb Mepbl MOryT MPOTUBOPEYNTL 3TON NepBOHaYanbHOM Moaenu. Ytobbl rapaHTUPOBAHHO CMAMUTD
nNpobriembl, CBA3aHHbIE C KOHIIMKTaMXU UMEH 13-3a Hann4yms YacTHbix [BY, kak nonb3oBaTtensim, Tak u
cucteMmam Heob6XxXoANMMO U3MEHUTL NPUHLMUMNBI NCNOSb30BaHNS AOMEHHbIX UMEH, a KOHdUrypaumio
NIoKanbHbLIX CEPBEPOB MMEH HEOOXOANMO NOMEHATL TakMM 06pa3oM, KOTOPbIN HEKOTOpPLIE
nonb3oBaTeny MOryT c4ecTb HeyaA0OHbIM. N5t NOBbILEHMS OCBEAOMIEHHOCTU U COAENCTBUSA
NpU3HaHWIO NpegnaraemMblx Mep cpeaun Ballero coobliectsa nonb3oBaTenen NCNonb3ynTte onncaHus
HenpeaBnAEHHbIX UM HexenaTenbHbIX NOCNeaCTBUN, CNOCOOHbLIX NOBMUATL Ha AEATENbHOCTL Ballen
opraHusauumn.

BaxHoe 3ameyaHue. OgQHOBPEMEHHO BbINOMHEHWEM ONUCaHHbIX B HACTOSILLEM pa3aene AeCTBUM
BaM, BO3MOXHO, NOTPebyeTcs CMArYMTb KOHIUKTLI UMEH, Bbi3BaHHbIE MPUMEHEHMEM CMMCKOB NMOMCKa,
KOTOpble paccMOTpeHbl B pasaene 5. MHorne us onncaHHbIX B yKazaHHOM pasfiene Mep aHanornyHbl
paccMaTpvBaeMbIM B HACTOSILLLEM pa3saene U MOryT ObiTb NPUHATLI OAHOBPEMEHHO C HUMM.

4.1. MoHumopuH2 3anpocoe, nocmynarowux
MOJ/IHOMOYHbLIM cepeepamM UMEH

YTtoObl cMArYMTE NPOGIeMbl, MPUYNMHON KOTOPbIX ABMAsieTCA YacTHbii [BY, cocTaBbTe CNNCOK BCEX
KOMMbIOTEPOB, ceTeBOro obopyaoBaHMsa n NOBLIX APYrMx CUCTEM, UCMOMb3YIOLWNX CYLLECTBYOLLNIA

YyacTHbin [BY ansa kakux-nubo 3anpocos. Nocne nameHeHns ncnonb3yemMbiXx UMeH notpebyeTcs
OBHOBUTb KOH(PUrypaLmo BCeX YCTPOMUCTB, aBTOMaTMUYECKM UCMOSb30BaBLUNX CTapble YacTHble MMeHa.
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CyLiecTByeT TpM LLUMPOKO pacnpoCTpaHeHHbIX cnocoba BbINOMHEHUS TAKOFO MOHUTOPUHIA U
NoAroTOBKM CMNCKa CUCTEM:

e Y MONHOMOYHbIX cepBepoB (Hanpumep, Active Directory) MoxeT ObiTb PyHKUNSA BEAEHUS
XypHanoB. BknounTe a1y doyHKUMI0, 4TOObI cobpaTh cBegeHMs 060 BCcex 3anpocax Ha
paspeLleHne YacTHbIX UMEH.

e MHorune coBpeMeHHble BpaHaMayapbl Takke MOXHO HaCTPOUTb Ha OBHapyXeHune n
perncTpaumio B XXypHanax 3anpocoB Ha paspeLleHne YacTHbIX UMEeH. OTO MOXeT OKa3aTbCs He
CTOSTb 9(P(PEKTUBHON MEPON, KaK BELEHNE XXYPHArOB B CaMOW CUCTEME NPUCBOEHNSA UMEH, B
3aBMCUMOCTM OT TOMOSOMMM BaLLen ceTn. Hanpumep, ecnu 3anpoc He NpoxoauT Yepes
OpaHamayap, To 6paHgmayap ero He yBUANUT, 1 MO3TOMY AaHHbIN 3anpoc OyAeT NponyLLlEeH.

e Ecnu Henb3sa ncnonb3oBaTb HX OAMH M3 ONUCAHHbIX Bbille CNocoboB, OCyLLEeCTBNANTE
MOHUTOPUHT 1 cObop BXOASLLEro U ucxoasiuero Tpadmka NoTHOMOYHbLIX CEPBEPOB MMEH MpK
nomMoLLM NporpaMmmbl A4S 3axBaTa nakeTos, Takon kak Wireshark. OgHako aToT cnocob Tpebyer
nporpaMmMHoi 06paboTkM 3axBaYeHHbIX AaHHbIX OS5 MOMCKa TONbKO TeX 3anpocoB, KOTOpPbIe
OTHOCATCSH K YaCTHbIM UMEHaM.

HekoTopble opraHn3aumm 3axoTsT (M AOMKHbI) MPUHSITE HECKOMbKO U3 BbILUEOMNMCaHHbIX Mep Ans
NOBbILLEHUS BEPOSITHOCTU OBHapy»keHUsi Bcex 3anpocoB. O6paTute BHUMaHWNE, YTO BbINOMHEHWE 3TOMO
aTana MoXeT NPUBECTM K COMBAIOLLMM C TONKY pesynbTatam. Ha Takux yCTponcTBax, kak KOMMbTepb!
1 TenegoHbl, YyCTaHOBIEHbI NPUMOXEHUS, NpeaycMaTpuBaloLLe BBOA UMEH NoNb3oBaTenem; 3T
ycTporicTBa 6yayT oGHapyXeHbl B Xo4e aHanvaa, Aaxe HECMOTPS Ha TO, YTO B HUX OTCYTCTBYHOT Kakue-
NGB0 CoXpaHeHHble BapyaHTbl CTapbIX YACTHbIX MMEH. YTOObI BbIMOMHWUTL TOT 3Tarn, Heo6xoauMo
3HaTb TONbKO BCE MECTa Ballel CeTu, e cTapble YacTHbIE UMEeHa XPaHATCS U UCNONb3YTCA
NPUNOXEHUSIMN.

4.2. CocmaesieHuUe rnepeyHsi Cex cucmem,
ucnonb3yrwux 4yacmsHsoie [JBY e aemomamu4yeckom
pexume

Bam notpebyeTtcs cBogHasa nHdopmaumnsa 13 XXypHanoB, NOfy4YeHHbIX Ha npeabiayLlem atane. JTon
CBOAHOW MHpopMaLuuen JOMKeH CTaTb NepeyYeHb BCeX YCTPONCTB U BCEX YKa3blBaeMblX B 3anpocax
WMEH, a He MOrHbIN NepeveHb BCex CriydaeB OTNpaBKM 3anpocoB ycTponcTesamn. Heob6xoommocTb
CM1cKa BCEX MMEH, CoaepXKaLlMxcsa B 3anpocax, 00yCcrnoBrneHa TeM, YTO Ha HEKOTOPbIX YCTPOUCTBAxX
MOXET ObITb YCTAHOBMEHO HECKOMBbKO MPUITOXKEHUN, KXA0€ U3 KOTOPbIX NPUAETCS NPaBuIibHO
HacTpouTb. Taknm obpasom, aTa cBOAHAA MHAOPMaLMS AOMKHA coaepKaTb Kak CMUCOK BCEX CUCTEM,
TaK M CMUCOK BCEX YCTAHOBIEHHbIX B KXXA0W CUCTEME MPUNOXKEHUI, UCMOMb3YIOLWLNX YacTHbIN [1BY.
OTa cBOfkKa CTaHeT nepeyHeM YCTPOMCTB, KOHUIypaLmo KOTOPbIX HEOBXOAMMO U3MEHUTD.

4.3. OnpedeneHue nuy, 3aHUMarOWUXCS
adMuHUcmpupoeaHuemM eawux umMeH 8 a2nobasnbHol DNS

HaBepHsika, y Ballen opraHnsaumm yxxe ectb ums B rnobanbHor DNS, n 3T0T JOMEH MOXHO
ncnonb3oBaTh AN KOPHEBOKM 30HbI BaLLIEro YacTHOro NPOCTpaHCTBa MMeH. Bam Heobxogumo
onpeaennTb, KTo oTBevaeT 3a Bawwmn umeHa DNS v kakas npouenypa ncnonb3yetcs And co3aaHusa un
o6HoBneHua umeH B DNS. 3Tu 3agayum MoryT BbINONHATLCA B paMkax Bawero NT-otgena unu yepes
nocTaBLyuKa ycnyr (KOTOpbIM YacTo ABNsieTCA KoMnaHus, obecneynBaroLlas Balle NogknioveHne K
NHTepHeTy).
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4.4. 3ameHa KkopHes020 OOMeHa eauwe20 YaCMmHOo20
npocmpaHcmea UMeH Ha OOMeHHoe UMsl U3 a2s10b6asbHOU
DNS

PacnpoctpaHeHHon cTpaTternen ncnonb3oBaHnsa MMeHn 13 rnobansHo DNS B kayecTBe KOPHEBOIO
UMEHM BaLLEro 4YacTHOro NPOCTPaHCTBA UMEH ABMnseTCA nonyyvyeHune B rnobanbHon DNS
o6LLe0CTYNHOrO MMEHM C NOCHeayLWMM NPUMEHEHNEM NMEIOLLIEroCs Y Ballen opraHm3auum
NOSTHOMOYHOTO cepBepa ANd agMUHUCTPUPOBAHUS BCEX MMEH, PacronoXeHHbIX Huxe. Hanpumep,
ecnv y Ballen KomnaHum ecTb rnobanbHoe JOMEHHOe UMS ourcompany . com, B Ka4eCTBE KOPHEBOIO
MMEHN MOXHO Mcnosib3oBaTb adl .ourcompany.Ccom.

Ecnu y Bawwen opraHmsauumn ecTb HECKONbKO JOMEHHbIX MMeH B rnobansHon DNS, Bam cnegyet
pa3MecTUTb CBOM MMEHa B TOM KOPHEBOW 30He, KOTOPOKM coTpyaHukam N T-oTtaena Baluen opraHusaumm
Oyget npolue ynpaenaTb. B HEKOTOPLIX Cnyyasx AOMNOMHUTENbHBIE MMEHA KOHTPONUPYIOT Apyrue
CcyOBbEKTbI, HanpuMep OTAEN MapkeTuHra. Ecnmn aTo BO3MOXHO, Nny4llie BCEro pasmellaTtb KOpHEBOE
UMS Nog UMeHeM, KOTopoe yxxe KoHTponupyeT UT-oTaen Bawen opraHusaumm.

OTanbl TaKOro M3MEeHeHUs 3aBUCAT OT NPOrpamMMHOro obecneyeHns YacTHbIX CEPBEPOB MMEH, KOTOpOoe
y Bac MMeeTCsl, KOHKPETHOM BEPCUM TOr0 NPorpamMmmMHoro obecneyeHnsi, Tononorum cepBepoB UMEH B
BalLIer YacTHOM CeTU N CyLLEeCTBYIOLLLEN KOH(UIypauumn cepBepoB MMeH. OTN CBe4EHMS BbIXOOAT 3a
paMK/ HacTosILLLero AOKYMeHTa, OQHAKO OHWM AOMKHbI OblTb OXBa4eHbl B MHCTPYKUUAX NOCTaBLUUKa
BalLIe TekyLlen cuctemMbl. Kpome Toro, BO MHOMMX OpraHu3aumsix 3To UaMeHeHme notpedyer
YTBEPXKOEHUS HA HEKOTOPLIX YPOBHSX YyNpaBfeHusl, B YaCTHOCTU, eCrln Cxema ynpasfieHns uMeHamm
rnobanbHon DNS oTnuyaeTcst oT cxeMbl ynpaBrneHms YacTHbIM NPOCTPAHCTBOM MMEH.

B pamkax aToro atana, ecnv y Bac UMetoTcs cepTudpmkaTbl Ha Kakue-nmbo yanbl, A5 KOTOPbIX
NCMONb3YITCA MMEHa U3 YaCTHOro NPOCTPaHCTBa MMEH, BaM NoTpebyeTcs NonyyYnTb cepTudmkaTbl Ha
3TU UCNOSb30BaHUE AN 3TUX Y3MOB HOBbIX (MOSHbLIX) UMEH. Tanbl NONyYeHUst 3TUX cepTUUKaTOB
3aBucAT ot Bawero LIC u, Takum o6pa3om, BbIXOAST 32 paMKU HACTOSILLErO AOKYMEHTa.

4.5. BbideneHue y3nam Hoebix IP-adpecoes, ecsiu amo
Heobxodumo

Ecnu y Bac ectb ceptudukatbl TLS, B OCHOBE KOTOPbIX NEXUT CTapoe MMs Bawlero yactHoro [ABY, Bam
notpebyeTcst NONy4YnTb HOBblE CepTUdMKaThl ANs HOBbIX MeH. Ecnun Balw Be6-cepBep He
nopaepxueaet pacwupenne Server Name Indication (SNI) npotokona TLS, koTopoe no3ssonset
obcnyxuBatb Yepes TLS HecKomnbKo AOMEHHbIX MMeH no ToMy e IP-agpecy, Bam notpebyeTtcsa
nobaBuTb k yanam IP-agpeca, 4Tob6bl y3en nogaepxmearn cTapoe YacTHoe UMSA Mo NepBoHaYanbHOMY
IP-agpecy n HoBoe nmsi no HoBoMy IP-agpecy. B kauecTBe anbTepHaTnBbl MOXHO OOHOBUTL
nporpammHoe obecneveHne Ballero-seb-cepsepa 40 TOM BEPCUN, KOTOpasi KOPPEKTHO obpabartbiBaeT
pacwumpeHnmnst SNI.
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4.6. Co30aHue cucmemabi OJIs1 MOHUMOPUH2a
coomeemcmeusi Mexx0y Ho8bIMU U cmapbIMU YaCMHbIMU
umMeHamu

Mocne I'IepeHaCTPOIZKVI BCeX YaCTHbIX MMEH Ha UCMNOJIb30OBaHNE HOBOIo KOPHA Bbl NO-NMPEXHEMY 6y/1eTe
O6CJ'Iy)KVIBaTb agpeca n permctpmpoBaTb B XypHaliax 3arnpochbl, OTHOCALMeCA K BallMM CTapbiM
YaCTHbIM MMEeHaMm, YTOObI O6Hapy)KVITb CNCTEMbI, KOTOPbIE HE BOLLJIN B NepevyeHb 1N He ObInK
OOHOBIEHbI U HaCTpO€EHbI Ha NCMNOJ1b30OBaHNE NMEH, HaXoOALLNXCA B DNS. HOSTOMy Bam n0Tpe6yeTc;|
y6e,EI,VITbCF| B TOM, 4YTO Y HOBbIX 1 CTapbIX YaCTHbIX UMEH OANHAaKOBble 3Ha4YEeHUA |P-aﬂpeCOB.

Pag nporpamm ans o6cny>KMBaHMs YacTHbIX NPOCTPaHCTB MMEH MO3BONAET NOAAEPKMBATb
napannenbHo ABa AepeBa KaTasoro, HO €Cfv y Bac yCTaHOBINEHO Gonee cTapoe nporpaMmmHoe
obecneyeHne Unm HeCKONbKO NOMTHOMOYHbIX CEPBEPOB, TO, BO3MOXHO, NPUAETCS OCYLLEeCTBMATb
MOHWTOPWHI COOTBETCTBUS C UCMONb30BaHNEM CreLManu3vpoBaHHbIX CPEACTB. ATW CreLmannsnpoBaHHble
CpeAcTBa AOMKHbI YacTo HaMpaBnsATb 3anpPoCkl HAa pa3pelleHe BCeX MMEH Kak B CTapoM, Tak U B
HOBOM NPOCTPAHCTBE MMEH, U coobLuaTb 060 BCex HECOBNAAEHUSIX aapecoB, NMO3BONAIOLLMX
onpeaenuTb, kKakne cucTeMbl Obiniv M3MeHeHbl 6e3 napansenbHOro U3MeHeHUst ApYro CUCTEMBI.

Ecnu Ha npegblaywem atane Bam notpeboBanock obaBuTb IP-agpeca 13-3a Hanuums ceptudmkaToB
SSL/TLS, Takune HecoBnageHnst He06xoaMMO paspeLunTb B NporpaMMHOM obecnedeHmmn ans
MOHWTOPWHra COOTBETCTBUSI.

4.7. Oby4yeHue nosib3oeamersiell U CUCMEMHbIX
adMuHuUcCmpamopoe Ucrosib308aHUO HO8020 UMEHU

NoMUMO N3MEHEHMs CUCTEM, Y KOTOPbIX UMeHa BBEeAEeHbl B KOHUrypaumio, BaM HeobxoammMo
N3MeHUTb 06pa3 MblLNeHNS Nonb3oBaTenemn, YTobbl OHM Havanu UCNonb3oBaTb HOBbIE UMEHa BMECTO
CTapbIX YaCTHbIX UMEH. JTO 0ByYeHne AOMKHO NpeaLwecTBOBaTbL peanusaumm nocneayowmx 3Tanos,
4TOObI Yy Nonb3oBaTenemn 6bI10 BpeMs NPUBbLIKHYTb K HOBbIM MMEHaM, OAHaKo BO BpeMsi 0by4veHus
HeobXxoAMMO YeTKO AaTb MOHATb, YTO NPEACTOosALLME N3SMEHEHUA HEN3BEXHbI, U BCKOpe NpuaeTcs
nepecTpamBaTbCs Ha UCMOMb30BaHME HOBbLIX UMEH. JTO Takke yaavyHoe BpeMs Ans obyyeHus
nonb3oBaTternen NPUMeHeHNo NonHbIX JoOMeHHbIX uMeH (FQDN). [1ns noBbILLEHUsS 0CBEAOMIEHHOCTU U
COAeNCTBMA NPU3HaHWIO NpeanaraemblX Mep UCMoNb3ynTe ONUcCaHNs HenpeaBUAEHHbIX UNn
HeXxenaTtenbHbIX NOCNeacTBUMA, CMOCOBOHLIX NOBMMATL HA OEeATENbHOCTL BalLen opraHu3auuu.

4.8. [lepeso0d ecex 3ampazueaeMbiX CUCMeM Ha Ho8ble
UMeHa

OTOT TOT MOMEHT, KOrga nepexos K UCrosib30BaHNIO B CETU HOBbLIX UMEH BMECTO CTapblX YaCTHbIX
NMeH CTaHOBUTCH peanbHOCTbIO Ans Bcex cuctem (MK, ceTeBbIX yCTPOMCTB, NPUHTEPOB U Tak Aarnee).
YacTHble MMeHa 3aMEHSI0TCS NOOYEPEOHO B KaXKA0W cucTeme HoBbiMK nMeHamn DNS. B
nporpaMMHoM obecrneyeHnm cucTeMbl He0H6XoaMMO OBHapPYXUTb U 3aMeHNTb Ha HoBoe nMsA DNS Bce
3K3eMNNspbl CTAaporo 4acTHOro umerHn. OQHOBPEMEHHO C 3TUM crneayeT NpekpaTUTb UCMOoNb30BaHMe
KpaTKMX HEMOJHbIX UMEH B CNNCKax Noucka.
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MOHUTOPUHT, KOTOPbLIV OblN HaYyaT Ha NpeAblayLLleM aTane, Ha AaHHOM aTane obpeTaeT
UCKIIOYNTENbHYI0 BaXXHOCTb. ManoBeposiTHO, YTO YeroBEK CMOXET OOHapYXUTb BO BCEX CUCTEMaXx Bce
NPUIOXEHWS, B KOTOPbIE BCTPOEHbI CTapble YacTHbIe MMeHa. BMecTo 3Toro nocne U3ameHeHus Kaxaon
cucTembl criegyeT obpallatbCs K AaHHbIM MOHUTOPUHIA, YTOObI Y3HaTb, HE NMOCTYNakT fn MNo-
NPeXXHEMy 13 3TON CUCTEMbI 3anpoChl HA pa3peLleHNe CTapblX YacTHbIX UMEH.

Bo MHormx cuctemax nocrne mx nepBoHavanbHOro BKIIOYEHWUSI 3aMyCKatTCS HEKOTOPbIE NMPUIOXKEHUS
ANs uHMumanusaumm. B st npunoxeHus MoryT GbiTb BCTPOEHbI CUCTEMHbIE UMEHA, OBHapyXeHne
KOTOPbIX COMPSKEHO C TPYAHOCTSIMU. [locne 3aMeHbl B cUCTeEMe BCEX CTapblX YaCTHbIX MMEH Ha HOBble
nmeHa DNS nepesarpysuTe 3Ty cMCTEMY M BOCMNONb3YNTECh NPOrpaMMHbIM obecneyeHnem ans
MOHUTOPWHra, YTobObl OTCreanTb onepaLun noncka MmeH. Ecnmn cuctema nbitTaetcst HanTK Kakue-nméo
cTapble YacTHble UMeHa, BaM He0OX0aMMO onpeaenuTb NporpaMmMy, KoTopasi HarnpaenseT 3ToT
3anpoc, U NepeHacTpouUTb €€ Ha MUCMOMb30BaHNe HOBbIX MMEH. [N BbINOSHEHMS 3TON npoueaypbl U
NOJTHOWM HaCTPOMKM CUCTEMbI HaaNeXalmnm 06pa3oM MOXET NoTPeboBaTbLCH HECKOSBLKO Nepesarpy3ok.

4.9. Hayasno MOHUMoOpuUH2a ucnosib308aHUs1I cmapbIx
YacmHbIX UMEH Ha cepeepe UMEeH

Bam Heo6xoaMmo HAacCTPOUTb CBOWM MOJSTHOMOYHbIV CepBEP UMEH TakK, YTOObl Ha4aTb MOHUTOPUHI BCEX
MMEH, MMEIOLLINX CTapbii KOPEHb. Tak Kak Bally Nonb3oBaTteny 6onblue He OOMKHbI NCNONb30BaTh 3TH
UMeHa, CO34aHHbIN Ha 3TOM 3Tane MOHUTOPWUHIa XXypHarn, BO3MOXHO, He ByaeT CNULWKOM 60MnbLUIMM; HO
€CINN 3TO He TakK, NPUaETCsl MOBTOPUTb HEKOTOPbIE N3 OMMCAHHbIX BbILLE 3TAMOB A7151 KOHKPETHbIX
CUCTEM BaLLen ceTu.

4.10. Hacmpoltika 00/120CPO4YHO20 MOHUMOPUH2a Mo
nepumempy OJis omcJiexueaHusi cmapbiX YaCMHbIX UMEH

Bo Bpemsi npeabloyLmx aTanoB HeobxoanmMo Obirio 0OHapPYXMTb NogaBnsoLlee 6OMbLMHCTBO CIy4Yaes
NCNONb30BaHWs CTaPbIX YACTHbIX UMEH, HO HECKOJSTbKO (BO3MOXHO KIOYEBbIX) CUCTEM MO-NPEXHEMY
MOTYT MCMONb30BaTb CTapble YAaCTHbIE MMEHA, TONbKO KpanHe peako. OgHMM 13 cnocobos
obHapyxeHnsi NoA0OHbIX 3aNPOCOB Ha pa3peLLeHe UMEH ABMsieTcA AobaBneHne B KOHUrypaumo
BCEX PACMNONOXEHHbIX NO NEPUMETPY ceTn GpaHamMay3poB nNpaBusi, obecneyvmBatoLLmMx NOMCK Noboin
YyTEYKM 3anpocoB. ATUM NpaBunamMm HeobxoaMMo Ha3HaYUTb BbICOKMI NPUOPUTET N HACTPOUTbL TaknM
0bpa3om, YToObl co3gaBanucb YBeOOMIEHUS O COOLITUAX, MO3BONAIOWME ObICTPO onoecTUTb UT-
nepcoHan. B ka4yecTBe anbTepHaTUBbI MOXHO MPOCMAaTPUBATL XypHanbl 6paHamayapoB A4 novcka
COObLITUI, HO NPV 3TOM BbICOKa BEPOATHOCTL Nponycka. OnoBeLeHns B criy4yae OTrnpaBKy 3anpocoB
NO3BONAT COTPYAHMKAM OOHAPYXMTb 3TK COBbITUS, KOTOPbIE, KaK crneayeT HaaesTbCs, Tenepb oyayT
npoucxoautb peako. HekoTopble Gpanamayapbl NOAAEPKMBAOT TaKoW TUM NPaBUI TOSNbKO Kak
OONOMHUTENbHYIO NNAaTHY YHKUMIO; ecnn Baw OpaHamayap OTHOCUTCA K UX YKUCny, cneayeT OUeHUTb
LenecoobpasHOCTb AOMNOMHUTENbBHbBIX PAacX040B HAa OBHapyXXeHne peaKnx 3anpocos.

4.11. [lepeadpecayusi ecex UMeH u3 cmapou KopHeegoll
30HbI Ha Hepabomarowuii adpec

Mocne obyyeHunsa nonb3oBaTenen Hanbonee achPeKTMBHBIM CNOCOOBOM NpekpaTUTb UCNONb30BaHWE
CTapbIX YaCTHbIX UMEH Nepea X yaaneHnem aBnseTcsa nepexoq Ha Ucnonb3oBaHne Ans paspeLleHns
BCEX CTapbIX YaCTHbIX UMEH CepBepa, KOTOPbIN UrHOPUPYET Ntobble 3anpockl Ha obcnyxneaHme. ITo
Takke NOMOXET OYUCTUTb BCE CUCTEMBI, KOTOPbIE BCE €LLe UCNONb3YT CTapoe NPOCTPaHCTBO UMEH,
HO He ObInn obHapyXeHbl Ha Bonee paHHUX aTanax.
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Ncnonb3yembli agpec OOMKEH yKa3biBaTb Ha TOT CepBep, r4e rapaHTUpOBaHHO He 3anyLleHa H1 ofHa
cnyxba. Taknum ob6pasom, UCKMYAETCA BEPOSATHOCTb TOrO, YTO Kakas-TO CUCTEMA, UCMONb3yoLLast
CTapble YacTHble MMEHA, NOMNy4YnUT HEBEPHYIO MHpopMaumto. [pn aToM NpunoxexHusa 6yayT BbliaaBaTth
coobLeHns 06 owmnbkax, KOTopble NONb30BaTENN CMOIYT NIErko OBHAPYXUTb U NOHATL; B paMKax
o00y4eHuns cnenyeTt pekoMeHAoBaTh nosnb3oBatendam coobwarts UT-nepcoHany o nobbix owmbkax
nogo6Horo poaa. Mo mepe BbINONHEHWSI 4AaHHOTO 3Tana, onNncaHHas Bbille CUCTEMA MOHUTOPUHIA,
KOHTpOMNMpYtoLLas COOTBETCTBME MEXAY CTapbiMU 1 HOBbIMU MMEHaMU, AO0MKHA NOAAEPXKUBATHCA B
aKTyanbHOM COCTOSIHUM B COOTBETCTBUM C BHOCUMbIMU N3MEHEHNSIMMU.

MmeHa cnenyeT 3aMeHsTb NoovepeHO C UHTEPBanom no KpamnHen Mepe B HECKOSTbKO YacoB MexXay
KaXablM MU3MEHEHMEM UIK TPYNNon nameHeHunn. Ha atom atane ckopee Bcero B T-otgen oyayt
nocTtynatb obpalleHus, NoaToMy pasfeneHme n3MeHeH1n Ha aTanbl NOMoXeT cbanaHcMpoBaTb
KONMYeCcTBO Takmx obpalleHnin ns-3a Toro, YTo MMeHa, KOTOpble eLLe UCMOoNb3YyTCH, NepecTatoT
PYHKLMOHMPOBATD.

4.12. AHHynupoegaHue ecex cepmuguKkamos, Komopble
6b151u 8bI0aHbI OJis1 y3/7108 CO cCMapbIMU YaCMHbIMU
uUmMeHamu

Ecnu Bawen opraHusauum 6binu BblgaHbl ceptudmkatel SSL/TLS ansa nobbix cepBepoB ceTw,
NCNONb3YIOLWMX CTapble YacTHble MMeHa, 3TU cepTUUKaTbl cnegyeT aHHyNMpoBaTb. OTO AOCTATOYHO
NpocTO caenaTtb, ecnuv Balla opraHusaumns aensetca cobctseHHbIM LIC. Ecnu npu nonyyexHum
cepTnmKaToB 4151 YACTHOro NPOCTPaHCTBA MMEH Bbl BOCNONb30BaNUCh ycnyramm kommepyeckoro LIC,
HeobXxoAnMO BbIACHUTL Npoueaypy otnpasku B 3ToT LIC npocbbbl 06 aHHYnMpoBaHuu; pasHble LIC
MOTyT NpeabaBNATb pasHble TpeboBaHWs K TakuMm npocbbam.

4.13. JnumenbHoe ucnosib308aHue HOB020 UMEeHU

O6paTute BHMMaHUe, YTO CTapoe YacTHOE UMSA U ero NOAYMHEHHbIE LOMEHbI MO-NPEXHEMY
obcnyxuatotes n 6yayT obcnyxmBaTbCca 4O TEX NOP, NOKa PYHKLUMOHMPYET cepBep UMeH. HeT
HUKaKUX NPUYNH A9 UX yoaneHus, a BO MHOIMMX cuctemax, Hanpumep B Active Directory, goctaTouHO
CNOXHO yAanuTb NepBoe UMsl, KOTOPOe ObINIO YKaszaHO B HACTPOMKaxX CUCTEMBI.

Ha camom fgene, ectb y6eauTenbHas npuynHa COXpaHUTb CTapoe UMS: 3TO NO3BONUT OOHapPYXUTb
ocTaToYHble creabl CTaporo YacTHOrO MMEHM B cucTeMax Baluew ceTu. [oka Bce agpeca, CBsi3aHHble
CO BCEMU MMeHaMK B 9TOM YacTHoM [IBY, yka3sbiBaloT Ha y3en, rae He 3anyLleHbl HUKaKue Crnyx0bl, Bbl
MOXXeTe MUCMOoNb30BaTh U XXypHarnbl cepBepa UMeH (1, Ans A0NONHUTENbHOro yaobcTea, CUCTEMHbIE
)XYpHanbl BXoAsiLLero Tpaduka Ha 3TOM cepBepe) ANs onpeaeneHns Toro, HacKombKO TLATENbHO
y[anoch yaanuTb CTapoe YacTHoe UMS.
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5. OTanbl cMArYeHNs KOHONUKTOB UMEH,
CBSI3aHHbIX CO CMMCKaMun Noucka

YT06bl rapaHTMPOBAHHO CMSAMYUTL NPOGNEMbI, CBAA3aHHbIE C KOHPNUKTAMM UMEH U3-3a Hanuuns
CMMCKOB MOMUCKa, KaK Nonb3oBaTensm, Tak U cucTemMaM HeobXoaMMO U3MEHUTb MPUHLMMbI
NCMONb30BaHUS JOMEHHBIX UMeH. MoXeT NPUHECTM nonb3y 3abrnaroBpeMeHHas NoaroToBka
nonb3oBaTene NocpeacTBOM yBeAOMIEHUS 06 N3MEHeHUAX, MPorpaMmM NoBbILLIEHNS
0CBEJOMJIEHHOCTU 1 0ByYeHUs.

OGpaTtute BHUMaHWe, YTO ECNN Bbl YXKE OCYLLIECTBIISIETE LIEHTpan13oBaHHOe agMUHUCTPUPOBaHNE,
Takne AeNCTBUSt MOTYT OoKasaTbCsl MeHee TPyAHbIMU, YeM kaxeTcsi. MHorme 13 tex, KTo 06bI4HO
NCMONb3YeT CNMUCKUN NoucKa, 3HAKT, YTO OHU TaKKe MOryT BBOAUTb B Cllyyae HEOGXOAMMOCTU NOSHbIe
“MMeHa (Hanpumep, Koraa OHW Nosy4aroT AOCTYN K cepBepy, HaXOAsCh 3a NpeaenamMm YacTHoW ceTu
opraHv3aumn), 1 Takue nonb3oBaTeny B MEHbLUEN CTENEHN HYXAatoTcs B 06y4eHUn No CpaBHEHUIO C
TEMU, KTO yMeeT NPUMEHSITb TONbKO KpaTkue HernosHble MMeHa.

5.1. MoHumopuHe 3anpocoe, nocmynarwux cepeepam
UMeH

YT06blI CMArYUTL NPOGNEMbI, MPUYNHOWN KOTOPLIX SIBMSKOTCS CMIUCKM NMOMCKa, BaM HY)XXHO 3HaTb BCe
KOMMbOTEPhI, cCeTEBOE 060pyaOBaHME 1 Niobble Apyrne CUCTEMbI, UICNONb3YoLMe AN KakUX-NMbo
3anpocoB cnucku noucka. MotpebyeTtcs 06HOBUTL KOHPUIypaumio BCEX YCTPOMUCTB, aBTOMaTUYECKN
MCMONb30BABLLMX CMMUCKM MOUCKa.

CyLLl,eCTByeT TP WNPOKO pacnpoCTpaHeHHbIX cnocoba BbINOMHEHUSI TAKOTO MOHUTOPUHIA n
noaroToBKM CMNCKa CUCTEM:

e Y peKkypcuBHOro cepeepa umeH (Hanpumep, y Active Directory), BO3MOXHO, eCTb (pyHKLMNA
BEOEHUS XKYPHAroB, 1 ee MOXHO BKMIOYNUTb AN NonyvYeHns ceedeHnin 06o Bcex 3anpocax, B
KOTOPbIX yKa3aHbl KpaTkne HENOSMHbIE MMEHa.

e MHorvne coBpemMeHHble BpaHaMayapbl TaKKe MOXHO HAaCTPOUTb Ha OBHapyxeHue n
perncTpaumio B XXypHarax 3anpoCcoB Ha paspeLleHne BCeX MMEH. OTO MOXET OKa3aTbCs He
CTOJSTb 9(P(PEKTUBHON MEPON, KaK BEAEHMNE XYPHAIIOB B CaMOW CUCTEME NPUCBOEHNSA UMEH, B
3aBMCUMOCTM OT TOMONOMMK Ballen ceTu. Hanpumep, ecnv 3anpoc He NpoxoauT Yepe3
OpaHamayap, To 6paHamayap ero He yBUANUT, 1 NOITOMY AaHHbIN 3anpoc ByaeT NponyLLeH.

e Ecnuv Henb3s MCnonb3oBaTh HX OAWH U3 OMMCaHHBIX BbilLe CNocob0B, MOHUTOPUHT cepBepa
NMEH MOXHO OCYLLECTBNATL NPY NOMOLLM NPOrpaMMbl A1 3axBaTa NakeToB, TAKOW Kak
Wireshark. OgHako a1oT cnocob TpebyeT nporpammHon 06paboTkm 3axBavyeHHbIX AaHHbIX 115
rMoncka TOSbKO TeX 3anpoCOB, KOTOPbIE OTHOCATCS K KpaTKMM HEMOSHbIM MMEHaM.

O6paTtnTe BHUMaHWe, Y4TO BbINOIHEHNE ATOro 3Tana MOXeT NPMBECTU K COMBaOLLUM C TOMKY
pesynbTatam. Ha Takux ycTponcTBax, Kak KOMMbloTepbl U TeneoHbl, MOryT 6biTb YCTaHOBMEHDI
NpUIoXeHus, npegycMmaTpyBaroLne BBOA MMEH Nonb3oBaTtenem; aTm yctponcTaa 6yayT obHapyxeHbl
B XOZle aHarnu3a, Aaxe HeCMOTPS Ha TO, YTO B HUX OTCYTCTBYIOT Kakme-nmbo coxpaHeHHble BapuaHThbl
KpaTKMX HeMosHbIX UMeH. YTobbl BbINOMHUTL 3TOT 3Tan, Heo6xoANMO 3HaTb TOMNBKO BCe MecTa Ballen
CeTW, rae KpaTkme HemnosnHble MMeHa XPaHATCH U UCMOSb3YTCA MPUITOXKEHNAMMN.
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5.2. CocmaersieHue nepe4Hsi acex cUCcmem,
ucrnosib3yrouwux Kpamkue HernoJsiHble UMeHa e
asmomMamu4yecKoOM pexxume

Bam notpebyeTcsi cBogHas MHpopMaLmMs U3 XKypHanoB, NosydYeHHbIX Ha Npeablayliem aTane. OTon
CBOAHOW MH(OpPMaLIMen OMKEH CTaTb NepeYeHb BCEX YCTPOWCTB M BCEX YKasblBaeMbIX B 3anpocax
KpaTKMX HEMOJHBLIX MMEH, a He MOJHbIN NepeyveHb BCex CryvaeB OTNpPaBKyU 3anpoCOB YCTPOMCTBAMM.
HeoGxoanmocTb cnmncka Bcex MMeH, coaepXKallmxcsl B 3anpocax, 00ycrnosneHa TeM, YTO Ha HEKOTOPbIX
YCTPOWCTBaX MOXET ObITb YCTAHOBINEHO HECKOMBKO NPUIOXKEHWUIA, KOTOPbIe NPUAETCS NPaBUbHO
HacTpouTb. OTa CBOAKA CTaHET NepeyHeM YCTPOMCTB, KOHUrypaLMo KOTOPbIX HEOBXOAMMO U3MEHUT.

5.3. O6by4eHue nonb3oeamesiel U CUCMEMHbIX
adMuHUCMpPamopoe UCrnosib308aHUIO MOJSIHbIX UMEH
(FQDN)

NMOMUMO N3MEHEHMSA CUCTEM, Y KOTOPbIX ECTb KPaTKNE HEMOJSTHbIE UMEHA B KAKON-NNOO0 KOHMrypaumm
(nn6o B KOHMUrypauum Bcen cncTemsbl, MO0 B KOHUIypaumm oTAENbHOIO NPUITOXKEHNST), Bam
Heob6xoanMMOo U3MeHNTb 06pas MbllNEHNst NoNb3oBaTenen, YTobbl OHM HaYanu UCNonb3oBaTb NOSHbIE
NMeHa BMECTO KpaTkuX. [nsi NOBbILLIEHMNS OCBEAOMIIEHHOCTU U COAENCTBUSA NPU3HAHMIO Npeaaraemblx
Mep MCMonb3ynTe ONUcaHWsa HENPEABUOEHHbIX UMW HEXenaTernbHbIX NOCNEACTBUIA, CMOCOBHbIX
NOBNUATL Ha AEATENbHOCTb Ballen opraHM3auunu.

5.4. lNlepesod ecex 3ampaausaeMbIX cUCMeM Ha
ucnoJsib308aHuUe rnoJsiHbiIX OOMEHHbIX UMEH

KpaTkne HenomnHble MMeHa 3aMeHSTCS NooYepeaHo B KaxX4on cMcTemMe NOSTHbIMU AOMEHHbIMU
umeHamu (FQDN). B nporpammHomM obecnedeHnn cuctembl HEO6X0AMMO 0BHaPYXUTb U 3aMEHUTb
NOMNHBbIMY AOMEHHBIMU UMEHAMW BCE IK3EMMMSAPbI KPATKOrO HEMOMHOIO UMEHWN.

MOHUTOPUHT, KOTOPbLIV ObIN Ha4yaT Ha NpeablayLem aTane, Ha JaHHOM 3Tane obpeTaeT
UCKIIOYMTENbHYI0 BaXXHOCTb. ManoBeposiTHO, YTO YerloBEK CMOXET OOHAPYKUTb BO BCEX CUCTEMAX BCE
NPUNOXEHWs, B KOTOPbIE BCTPOEHbI KpaTkMe HenosHble MMeHa. BmecTo aToro nocne nsmeHeHus
KaXkaon cucTeMbl crneayeT obpallaTbCs K AaHHbIM MOHUTOPUHIA, YTODbI y3HaTb, HE NOCTYNaloT N Mno-
NpexxHemy 13 3ToW CUCTEMbI 3aMpPOChl Ha paspeLleHne KpaTKMX HEMOSHbIX UMEH.

Bo MHOrMX cuctemax nocre ux nepBoHayanbHOro BKIHOYEHUS 3aMyCKaloTCA HEKOTOPbIE NMPUNOXKEHUS
ANS uHUUManusauun. B aTu npunoxeHus MoryT GbiTb BCTPOEHbI CUCTEMHbIE UMEHA, B OCHOBE KOTOPbIX
nexaT CNuCKu noucka, n o6HapyXeH1e Takux UMeH COMPSPKEHO ¢ TpyaHocTsMU. Mocne 3aMeHbl B
cucTeMe BCcex MMeH Ha nosHble foMeHHble nveHa ( FQDN) nepesarpysuTe aTy cuctemy u
BOCMOSIb3yNTECh NPOrpaMMHbIM 0GecneyeHnem Ans MOHUTOPUHIa, YTOObl OTCreanTb onepaumm
noucka umeH. Ecnu cuctema nbiTaeTcs HaUTK kakne-nmbo KpaTkMe HEMosHble MMEeHa, Bam
HeobxoaMMOo onpeaennTb NporpaMMy, KoTopasi HanpaenseT 3TOT 3anpoc, U NEPEeHaCcTPOUTb ee Ha
1CNOMb30BaHUE MOJHbIX MMEH. NS BbIMNONHEHUS 3TON NpoLeaypbl 1 NOMHON HACTPONKN CUCTEMBI
Hagnexawym o6pa3omM MoxeT NoTpeboBaTbCs HECKOMBKO Nepesarpy3ok.
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5.5. Omknro4YeHuUe cnuckKkoe noucka Ha obwux
onpeodenumesisix UMeH

3TOT TOT MOMEHT, Korga nepexon K UCNonb30BaHUIO B CETU MOSHbLIX MMEH BMECTO KPaTKMX HEMOSHbIX
MMEH CTaHOBUTCS pearibHOCTbIO Anst Bcex cuctem (MK, ceTeBbix YCTPOMCTB, MPUHTEPOB U Tak fanee).

Cnuckn noncka MOTYT CyLieCTBOBaThb B nobon cucteme, BbIMONHSAOLLEN onepauun paspelieHna nMeH

unu onpegensatoLLen KoHUrypaumo gpyrux cuctem, Hanpumep cepsepa DHCP. 3T cuctembl yacto
npeacTaBnsoT cobon aBTOHOMHbIE CepBepbl MUMEH, OOHAKO OHU Takke MOryT ObITb GpaHaMayapamm
UNn gpyrumm ceteBbiMy YCTpOMUCTBaMU. HesaBMCUMO OT Tuna cucTeMbl, HEOBXOANUMO OTKMYUTD
CMUCKWN MOUCKa B KaXKAOW M3 HUX, YTOObI NpefoTBpaTMTb NONbITKUM BBOAA NOMb30BATENAMM KPaTKUX
HenomnHbIX UMEH B AaHHOM NMPOCTPaHCTBE MMEH.

5.6. Hayano MoHumopuHaa ucrnosib308aHusi Kpamkux
HernoJsiHbIX UMeH Ha cepgepax UMEH

Bam Heo6xoaMmo HacTpOMTb CBOW CEPBEP UMEH TaK, YTOObI Ha4YaTb MOHUTOPUHI BCEX 3aMpOCOB Ha
paspeLleHe UMeH, ANs BbINOMHEHUS1 KOTOPbIX HEOGX0AUMbI CIMCKK noucka. Ecnu Bbl
3abnaroBpeMeHHO NpPoMHdopMUpoBany U 0Gy4nnu Nonb3oBaTtenein, oHn 6ornblle He AOSKHbI

ncnosnb3oBaTb 3T UMEHA, NO3TOMY CO34aHHbIN Ha JaHHOM 3Tane MOHUTOPWHIa XXypHall, BO3MOXHO, He

OyneT crnmwKoM 6oMbLUNM; HO eCInK 3TO He Tak, BEPOSITHO, MPUAETCS NOBTOPUTL HEKOTOpbIE 13
OMUCaHHbIX BbilLE 3TarNoB Ansi KOHKPETHLIX CUCTEM BalLiei CeTu.

5.7. Hacmpolika dos1i20Ccpo4YHO020 MOHUMOPUH2a Mo
nepumempy OJisi omcJriexxueaHusi KpamKux HernoJsiHbIX
UMEH

Bo BpemM4d npeablayLmnx 3atanos Heobxoanmo 6bino 06Hapy)KI/ITb nogaensowee 60MbLWNHCTBO cny4yaenB

NCNONb30BaHWs CTapbIX YACTHbIX UMEH, HO HECKOJSTbKO (BO3MOXHO KIOYEBbIX) CUCTEM MO-NPEXHEMY
MOTYT MCNONb30BaTb KpPaTKME HEMOJHbIE MMEHA, TONbKO KpalHe peako. Jlyywmm cnocobom
obHapyxeHunsi NoA0OHbIX 3aNpOCOB Ha paspeLLeHe UMEH aBNsieTcA Aob6aBneHne B KOHpUrypaumo
BCEX PACMNONOXEHHbIX NO NEPUMETPY ceTn GpaHamMay3poB nNpaBusi, obecneyvmBatoLLmMx NOMCK Nobown
YyTEYKWN 3anpoCcoB. ATUM NMpaBuriaMm HeEOOXOAMMO Ha3HAYUTb BbICOKMI MPUOPUTET M HACTPOUTL TaKNUM
o0bpa3om, YToObl co3gaBanucb YBeOOMIIEHUS O COOLITUAX, MO3BONAKOWME GbICTPO onoBecTuUTb UT-
nepcoHan. B ka4yecTBe anbTepHaTUBbI MOXHO MPOCMAaTPMBATL XypHanbl 6paHamayapoB Ans novcka
COObLITUI, HO NPV 3TOM BbICOKa BEPOATHOCTL Nponycka. OnoBeLeHns B criydyae OTrnpaBKy 3anpocoB
NO3BONAT COTPYAHMKAM OOHAPYXMTb 3TK CODLITUS, KOTOPbLIE, KaK CneayeT HaaesTbCs, Tenepb byayT
npoucxoautb peako. HekoTopble 6panamayapbl NOAOEPKMBAIOT TakoW TUM NPaBUI TOSNbKO Kak

OONOJTHNTENbHYIO NNaTHYHO (*)yHKLl,I/II'O; ecnu Baul 6paH/:lmay3p OTHOCUTCA K UX 4Yncny, cnenyet oueHUTb

LIenecoobpasHOCTb AOMOMHUTENbHBIX PACXOA0B Ha OBHApYXeHWe pedKux 3anpocos.
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6. Pestome

KoHMNMKTbI MMEH CnoCcOGHbI NMPUBECTU K HEOXWAAHHBIM NOCNEeACTBMAM ANs OpraHu3aumn,
MCMONb3YIOLWMNX YaCTHbIe MPOCTPAHCTBA UMEH. B HacTosILLLEM [OKYMEHTe nepedncrieHbl HEKOTopble U3
3TUX NOTEeHUMarnbHbIX NOCNEACTBUIA 1 ONMCaHbl NEPEAOBbIe NPaKTUYECKNE METOAbl U3MEHEHUS
MPUHLUMMOB MCMNONb30BaHNS B OpraHM3auUmsaX YacTHbIX NPOCTPaHCTB UMEH.

[na Tex npocTpaHCTB UMEH, rae ucnonb3yeTcs YacTHeIM [1BY, KOTOpLI CTAaHOBUTCA (NN YXKe cTarn)
OBY B rnobanbHon DNS, Hannyywmnm cnocobom cMardeHmst cutyaumm siBnsieTcst nepexog K
NCMNonb30BaHNIO NMPOCTPAHCTBA MMEH, KOPHEBOW y3er KOTOPOro Haxoamtcs B rmobansHon DNS. [Ins
TeX NPOCTPAHCTB MMEH, rae UCNonb3yeTcsl COKpaLLeHe UMEH Npy NOMOLLM CMIMCKOB MOUCKa, CMArYUTb
CUTYyaLMI0 MOXHO TOMbKO B TOM Clyyae, ecrnn NOofHOCTbI0 OTKa3aTbCs OT MPUMEHEHUS CMUCKOB MOWCKa.
B cocTtaB aTanoB NpUHATUSA 3TUX CMAMYaoLWUX Mep Takke BXOAMT JONTOCPOYHbLIN MOHUTOPUHI YaCTHON
ceTn, no3songawni yéeanTbes, YTO BCe 3K3eMMNNAPbl UMeH, CNOCOBOHbIE CTaTb NPUYNHON KOHMDIMKTOB,
BonbLue He NCMONb3YTCS.

Bceobbemniowmin cnocob yctpaHeHus npobnem, CBA3aHHbIX C KOH(NMKTaMN UMEH, 3aKoyaeTcs B
ncnonb3oBaHuK nonHbix MeH (FQDN) Be3ae, rae ucnonb3yoTcst JOMEHHbIE MMeHa. B ceTtu, rae yxe
ncnonb3yetcs rnobanbHast DNS, 370 03Ha4yaeT oTka3 OT NpMMEHEHUs CNUCKOB noucka. B ceTtu, rae
NCMNONb3yeTcsl YaCTHOE NPOCTPAHCTBO MMEH, 3TO O3HAYaET, YTO KOPHEBOW y3€eN JAaHHOIO YaCTHOrO
NPOCTPaHCTBa MMEH A0IMKEH ObiTb pa3melleH B rnobansHon DNS n HeobxogmMmo oTkasaTtbesi OT
NPUMEHEHMS CNINCKOB NOMCKa.
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[TpunoxeHune A. [lononHutenbHasa nuteparypa

MNepeuncneHHble HUXKe AOKYMEHTbI BbInn NOArOTOBNEHbI PA3fIMYHBLIMW OpraHnM3aumamMu, BXOAWMMUN B
coctaB ICANN. Kpome TOro, MoryT npyHecCTu nonb3y OKYMEHTbI ApYyrux opraHnsauunn. Hanbonee
Ba)KHOW MOXET OKa3aTbCs LeHHasa nHpopmauus, onybnmkoBaHHas NOCTaBLUNMKOM NPOrpaMmMHOro
obecneveHuns BalLero cepeepa MMeH u/unm obopygoBaHnsa Ha cBoeM Be6-canTe TEXHUYECKON
NOAAEPKKM.

A.1. BBegeHue B nporpammy BHeapeHUs HOBbIX pABY

Ha aTon cTpaHuue onmMcaHa NcTopusi, Xo4 1 nocnegoBaTenbHOCTb peanusauumn nporpamMmmel
nobaeneHusa coteH HoBbix pABY B rmo6anbHyto DNS.
http://newgtlds.icann.org/en/about/program

A.2. KoH¢pnukTbl nmeH B DNS

ICANN nopyuuna komnaHmm Interisle Consulting Group, LLC nogrotoButb 3T0T Uc4epnbiBaKOLLUNA
Aoknag o noTeHumnanbHbiX KOHNMKTax MMeH. B HeM npeacTaBneHbl obLme ceegeHms 0 KOHMKTax
WUMEH, AaHHbIe NO He cylecTByoWwmnM cerndac [IBY, koTopble B HAacTosILLEE BpeMS yKa3blBalOTCH B
3anpocax Kk cepBepaM KOPHEBOW 30Hbl, @ TAKKE COAEPXKUTCSH OFTPOMHOE KONTMYECTBO CNPaBOYHOM
nHgpopmaumm o npobrnemax, K KOTOPbIM MOTYT NPUBECTU KOHMITNKTbI UMEH.
http://www.icann.org/en/about/staff/security/ssr/new-gtld-collision-mitigation-05aug13-en.pdf

A.3. NnaH ynpaBneHusa KOH(pNIMKTaMM UMEH B paMKax nporpamMmvbl BBoAa
HoBbIX pABY

3710 yTBepXAeHHbIN Koprnopauuen ICANN nnaH ynpaBneHnsa KoHOANKTaMn MMeH, BO3HUKaOLWLMMHU
Mexay HoBbiMM pABY 1 YyacTHbIMW NPOCTpPaHCTBaMM UMEH. B HeM Takke COAEep>KUTCS MHOIMO CChISTOK Ha
KomMeHTapum, koTopble 6binu nonyyeHsbl ICANN B oTBeT Ha 6onee paHHUE NPeasIoKeHNs,
OTHOCSALWMECH K KOH(PSIMKTAM UMEH B KOPHEBOW 30HE.
http://www.icann.org/en/groups/board/documents/resolutions-new-gtld-annex-1-07oct13-en.pdf

A.4. NMpobnembl HOBbIX pABY: nMmeHa 6e3 TOYKM U KOHPIIUKTbI UMEH

B pasHbIx cuctemax Cnucku noucka MoryT NpuBOAUTE K OYEHb Pa3HbIM pesynbTaTaM, B 3aBUCMMOCTH
OT YKa3aHHOro B 3anpoce KpaTkoro HenosiHoro uMeHn. OCHOBHOM TEMOW AaHHOW CTaTby SBMSKOTCS
cnucku novcka gns gomeHos 6e3 Toukm (OBY ¢ agpecHbiMy 3anncamm y CBOen BEPLUMHbI), O4HAKO
onucaHne o6paboTKM CNNCKOB MOMCKa Takke NpeacTaBnsaeT LeHHOCTb M BO MHOMUX ApYrnX
OTHOLLIEHUSX.

https://labs.ripe.net/Members/gih/dotless-names

A.5. SAC 045: HegonyCcTUMbIe 3anpocCbl AOMEHOB BEPXHEero ypoBHS Ha
KOPHEBOM YpPOBHE CUCTEMbl AOMEHHbIX UMEH

B atom ot4eTe KKBEC ICANN onucaHbl Tvnbl 3anpocos [BY, koTopble Habnoganucb Ha KOPHEBbLIX
cepBepax Ha MOMEHT NoAroTOBKN yKa3aHHOro AOKYMEHTa.
http://www.icann.org/en/groups/ssac/documents/sac-045-en.pdf

24



A.6. SAC 057: nndpopmauuoHHbin 6ronneteHb KKBC no ceptudukaram
BHYTPEHHUX UMEH

B atom ot4yeTte KKBC ICANN onucaHbl nocneacTeust UCMOMb30BaHNA cCepTUUKATOB, codepKaLumnx
YacTHble (BHYTPEHHME) MMeHa, ANns 6e3onacHoOCTM 1 CTabunbHOCTU. B HEM onpefeneHbl NpakTuyeckme
mMeToabl paboTsbl LIC, KOTOpbIMK MOrYT BOCMOMb30BaTLCA 3M0YMbILLIIEHHUKM U KOTOPblE co3aatoT
CYLLLECTBEHHbIV PUCK AN KOHPUAEHUMANBHOCTU U LLENOCTHOCTM cnucTembl 6e3onacHoro obmeHa
UHdopmaumen Yyepes VIHTepHeT.

http://www.icann.org/en/groups/ssac/documents/sac-057-en.pdf
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